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ABSTRACT

El ectromagnetic Interference (EM) is a description of the phenonmenon
which results fromallowi ng conducted and radi ated el ectrical signals to reach
destinations where their presence is undesirable. Uncontrolled EM nmay cause
conmput er mal function or error, detonation of electrically explosive devices,
or be the cause for loss of classified information to an eneny. The objective
of this handbook is to provide a basic understanding of the problens
associated with the acquisition of a facility containing one or nore EM
shi el ded enclosures. It is intended that only the characteristics of the
facility that are unusual in conparison to a nonshielded facility will be
addressed. This handbook is a brief introduction to EM shielding theory, and
presents basic criteria of inportance during the planning, design, and
construction of a typical facility containing an EM shiel ded encl osure.



FOREWORD

Thi s handbook has been devel oped from an evaluation of facilities in the shore
establishnent, from surveys of the availability of new naterials and
construction nmethods, and from sel ection of the best design practices of the
Naval Facilities Engineering Command ( NAVFACENGCOM), ot her Gover nnent

agencies, and the private sector. This handbook was prepared using, to the
maxi mum ext ent feasible, national professional society, association, and
institute standards. Deviations fromthis criteria, in the planning,

engi neering, design, and construction of naval shore facilities, cannot be
made wi t hout prior approval of NAVFACENGCOVHQ Code 04.

Desi gn cannot rermain static any nore than can the functions it serves or the
technol ogies it uses. Accordingly, recommendations for inprovenent are
encour aged and shoul d be furnished to Commander, Western Division, Nava
Facilities Engi neering Command, Code 406.2, P.O. Box 727, San Bruno, CA
94066- 0720; tel ephone (415) 877-7422.

THI S HANDBOOK SHALL NOT BE USED AS A REFERENCE DOCUMENT FOR PROCUREMENT OF
FACI LI TITES CONSTRUCTION. I T IS TO BE USED I N THE PURCHASE OF FACI LI TIES
ENGI NEERI NG STUDI ES AND DESI GN ( FI NAL PLANS, SPECI FI CATI ONS, AND COST

ESTI MATES). DO NOT REFERENCE I T IN M LI TARY OR FEDERAL SPECI FI CATI ONS OR
OTHER PROCUREMENT DOCUMENTS.
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Section 1: | NTRODUCTI ON

1.1 Scope. M L-HDBK-1195 establishes specific criteria for the design
and construction of shielded enclosures. The Design Manual 12.1, Electronic
Facilities Engineering, establishes the general criteria for the design of

El ectronic Facilities. The Design Manual 12.02, High Altitude El ectromagnetic
Pul se Protection for Ground-Based Facilities, establishes the general criteria
for protection of ground base facilities fromhigh altitude el ectromagnetic
pul se (HEMP).

THI' S HANDBOOK SHALL NOT BE USED AS A REFERENCE DOCUMENT FOR
PROCUREMENT OF FACI LI TIES CONSTRUCTION. IT IS TO BE USED I N THE PURCHASE OF
FACI LI TI ES ENG NEERI NG STUDI ES AND DESI GN ( FI NAL PLANS, SPECI FI CATI ONS, AND
COST ESTI MATES). DO NOT REFERENCE IT IN M LI TARY OR FEDERAL SPECI FI CATI ONS OR
OTHER PROCUREMENT DOCUMENTS.

1.2 Responsi bilities. The design and construction of Navy shiel ded
encl osures require close coordination between the designer and other parties.
Responsibilities involved in design stages are as foll ows:

1.2.1 Chi ef of Naval Operations. The Chief of Naval Operations (CNO is
the Director of Naval Conmunications, who sponsors and supports Nava

comuni cation facilities through the Naval Tel econmunicati ons Comrand and

ot her commands. The CNO, as the user, states the needs of the operating
forces to the producer organizations. Such needs can include operating and
supporting facilities, research and devel opnent, inproved equi prment, new

equi pnent, spare and repair parts, consumable, training maintenance, personne
facilities, and any other requirenents of the user. |n many instances, the
CNO i s responsi ble for supporting the Defense Comuni cati on Agency (DCA),
which is the sponsor for the nation's world wi de Defense Comuni cati on System
(DCS). Wthin the Chief of Naval Operations, electronic engineering
capabilities are concentrated in the Space and Naval Warfare Systens Comuand
( SPAWARSYSCOM), while facility design and construction capabilities are
assigned to the Naval Facilities (NAVFAC) Engi neering Comrand. Specific
responsibilities of these commands are assigned as fol |l ows:

Commander Space and Naval Warfare System Comrand ( COMSPAVWARSYSCOM)
is responsible for:

a) Providing guidance and direction in electronics matters from
project inception to conpletion.

b) Providing electronic technical support both within and outside
the Chi ef of Naval Operations.

c) Obtaining sponsor statenents of operational requirenents and
translating theminto statement of resource requirenents.

d) Designing and/or selecting electronic systens, equipnment and

ancillary devices. Initiating procurement and distribution action for these
items and installing equipment. On a military construction (M LCON)
proj ect, project execution for such equiprment installation will be determ ned

in conjunction with NAVFAC.



e) Performng overall project direction functions for assigned
proj ects.

f) Perform ng project execution functions for the electronics
aspects of assigned projects.

g) Providing NAVFAC with specialized technical electronics support
when necessary for the successful prosecution of the facility efforts.

h) Budgeting for or securing funding support of electronic design
and installation where MLCON funding is not applicable.

i) Funding and devel opnent of Base El ectronic Systens Engi neering
Pl ans (BESEPS) for all approved M LCON projects.

j) Planning, coordinating, nonitoring and inplenenting the conplete
installation where electronic equi pnment installation involves nore than one
Systens Command or Program Manager (SYSCOM PM). This responsibility includes
identification of requirenments, electronics design conpatibility, nonitoring
of resources to ensure proper tasking by the comrands, identification of
probl em areas, tinely conpletion of the total electronic equipnment
installation, and to act as a single point of contact for NAVFAC on all shore
el ectronics matters.

Commander, Naval Facilities Engi neering Command ( COWNAVFACENGCOM is
responsi bl e for:

a) Providing technical guidance and direction in all shore
facilities engineering matters from project inception to conpletion.

b) Providing Naval shore facilities technical support.

c) Performng overall project direction functions for assigned
proj ects.

d) Perform ng project execution functions for facilities aspects of
all projects.

e) Providing SPAWARSYSCOM wi th contractual and facilities
engi neering support (such as award of installation contracts and provision of
Resident O ficer in Charge of Construction (RO CC) services).

1.2.2 Mai nt enance Authority. SPAWARSYSCOM exerci ses technical contro
t hrough regional and district offices, whose responsibilities include

i nstallation and nai nt enance engi neering of electronic equipnment that is
beyond the capacity of station forces. Regional and district offices
represent SPAWARSYSCOM for el ectronic control while the architect-engineer
devel ops the design.

1.2.3 Desi gner. The architect-engineer (A-E) or equival ent Navy personne
(hereafter called "the designer") usually enters design devel opnment after the
operational requirement has been established and before actual construction
begins. The designer plans the building to satisfy the operationa
requirenents normally set forth in the BESEP and prepares project draw ngs and



speci fications under the control of NAVFAC and the gui dance of SPAWARSYSCOM
Requirenents for nmilitary construction and special projects that do not
directly involve electronic equiprment, and thus do not require a BESEP, are
identified in project docunentation. The designer nmust maintain close |liaison
wi th the NAVFAC command responsible for the particular project, which wll
coordinate all technical matters with the sponsors and users of the project.

1.3 Policy. The design of electronic facilities should be based on
operational requirements. The primary consideration is that operationa
comuni cation buildings and other electronic facilities be sited, arranged,
and constructed to provide the nost effective comunications possi bl e.
Whenever conprom ses between operational requirenents and conveni ence, cost,
or energy conservation beconme necessary, such conprom ses should be resol ved
in favor of operational requirenments. Where there is conflict between two
mandat ory Government docunents, the nore stringent requirement governs. In
all cases, the BESEP shall be the overriding docunent.

1.4 Princi pal Data Sources

1.4.1 Base El ectronic System Engi neering Plan (BESEP). The basi c docunent
used by SPAWARSYSCOM for planning and controlling shore station electronic
installation work is BESEP. It translates operational requirenments into a
detailed technical plan for neeting the requirenents. It is prepared by
representatives of SPAWARSYSCOM in collaboration with NAVFAC, and is approved
by the sponsor for use in design devel opnent. A detailed description of the
BESEP, as well| as policy and procedures for its use, is provided in
SPAWARSYSCOM | nstructions, but the BESEP generally provides the follow ng

i nformati on:

a) GCeneral Requirements. The BESEP establishes the requirenments of
the project, the scope and | ayout of the planned facility, the design and
installation of the electronic system information on the electronic equi pnment
to be used, details of system checkout, and characteristics of the physica
pl ant .

b) Design Data. The BESEP includes information addressing the
foll owi ng consi derations:

1. structural limtations;

2. recomended | ocations of electronic equi pnent, power
panel boards, special red or black panel board desi gnati ons, and special power
requi renents;

3. identification of red areas;

4. antenna |ocations and the number, type, performance, and
frequency ranges required;

5. cable types and termination | ocations;

6. radio-frequency (RF) shielding requirenments, other
requi renents for precautions against radiation hazards, and characteristics of
t he source of radiation;



7. electronic equi pnent areas of concentrated heat |oad and
requi renents for special air conditioning or environnmental control

8. recommended | ocations of conpressed air outlets, specifying
pressure and val ve requirenents;
9. groundi ng syst ens;

10. and internal security.

Requi renents relevant to the specific site and supporting facilities are also
i ncluded. The conpl eteness of such information and the anount of detali

furni shed to the designer depend on the circunstances of the project, and in
energenci es, may be brief and subject to augnmentation as the project

pr ogr esses.

1.4.2 Naval Shore Electronics Criteria Handbooks. These handbooks will
ai d the NAVFAC design agent in understanding the nmission of the facility. The
seri es provi des background information and planning and technical criteria for
design of electronic facilities. Al referenced volunes included in the
series are listed in references. The first six volunes address ngjor

consi derations for selecting, designing, installing, and supporting genera

el ectronic facility systens. The subsequent vol unes address specific kinds of
syst ens.

1.4.3 NAVFAC Design Criteria. The design criteria series presents
criteria for the design of facilities under the cogni zance of the Nava
Facilities Engi neering Command. The NAVFAC design criteria referenced in this
handbook are listed in references.

1.4.4 Exceptions. Normally, a project BESEP is prepared for shore

el ectronic projects. On occasion, however, a project may involve electronic
equi pnent installations even though a formal BESEP is not available to
establish facility requirenents. The majority of these projects are under the
cogni zance of the Commander, Naval Air Systens Conmand ( COVNAVAI RSYSCOM ,
Commander, Naval Sea System Conmand ( COVNAVSEASYSCOM), Chief of Nava

Educati on and Trai ning (CNET) or Commandant of the Marine Corps (CMC), and
facility data are available fromthe ngjor claimnt conmand. Equi pnent

manuf acturers of nmany |arge systens (i.e. fire control, weapons, simnulators,
etc.) supply facility requirenment nanuals as part of their contracts.



Section 2: BASIC ELECTROVAGNETI C | NTERFERENCE SHI ELDI NG THEORY

2.1 I ntroduction. The use of sophisticated comruni cati on and el ectronic
equi pnent has increased drastically in recent years to neet the operationa
requi renents of the Navy. The solid state electronic conmponents of the nodern
equi pnment are susceptible to upset or damage from external el ectromagnetic
source caused by induction of unwanted electrical currents and voltages in the
connecting circuitry. The high speed switching (baud rate) of recently
utilized equi prment is capable of emtting electromgnetic signals in a broad
frequency range. The acquisition of these signals by unauthorized signa
detection equipment may result in the conpromi se of sensitive information if
the equi prment emitting the signals are processing decoded classified

i nformati on.

2.1.1 I ncreased Need for Shielding. NAVFAC has been tasked to design and
construct facilities with shielded enclosures to provide proper protection for
comuni cations and el ectronics equipnent. As a result of a greatly increased
size and conplexity of comruni cations and informati on processing systens, the
si ze of necessary shiel ded encl osures has increased dramatically, with many
system fl oor space requirenents exceedi ng 20,000 ft.2- (1,858 m.2-). 1In
addition to increased size, the frequency range and shielding effectiveness
requi renents have al so been expanded resulting in a greater conplexity in the
shi el ding construction design. This results from necessary accommodati on of
nunmer ous penetrations, structural interconnections, thermal expansion and
contraction, and electric isolation requirenents, on a |arger scale than

previ ously experienced with free standing shiel ded enclosures. As a result,
the problens associated with design, construction, and testing of the shielded
encl osures have substantially increased.

2.2 Sources of EM. When the problens associated with El ectromagnetic
Interference (EM) were first encountered and investigated, the phenonenon was
identified as Radi o Frequency Interference (RFlI). Earlier, the bulk of the
probl enms were with radi o communi cati ons systens transm ssion and reception.
Wt h nodern expansi on of the use of signal processing, mlitary and industria
el ectronics systens, the broader El ectromagnetic Conpatibility (EMC)
termnology is used. 1In addition to deliberate radi o conmunications sources
of interference, we nust consider digital switching and solid state power
supplies, high intensity discharge (HI D) lighting systenms, autonotive
ignition, electric notor switching, arc welding, electrical power system
faulting and switching, corona and static discharge, internmttent contact
between metal objects in an electromagnetic field, lightning di scharges,
fluorescent |ighting, and internodul ati on products from nonlinear junction

m xi ng, are anong the many sources of this problem

2.3 Purposes for EM Shielding. There are basically two purposes for
providing EM shielding in mlitary construction projects. The first is to
prevent external EM sources from penetrating a sensitive environnent. This
sensitive environment may contain el ectronic equi pment, personnel, ordnance,
or fuel supplies which are susceptible to the presence of EM. This type of
shielding is for Electromagnetic Conpatibility (EMC). The second purpose for
shielding is to prevent electromgnetic signals generated fromcertain

el ectronics equipnment within the facility frombeing transmtted or conducted
outside the controlled area in sufficient magnitude to be received and
recorded by the npbst sensitive receiving and signal recovery systens.



Specifically, when electronic equiprment is being used to process, display, or
store plain | anguage (decoded) text of classified information, the shielding
utilized to prevent its conprom se is called TEMPEST shielding. If the

equi pnment within the shielded facility is not used to process classified
information, but it is necessary to prevent the EM generated by the equi pnent
frombeing transnmitted outside where it can affect the operation of sensitive
equi pnent the purpose of the shield again is for EMC. An exanple of the
latter situation is a nedical |aboratory facility with |arge nagnitude EM
generating equi pnent such as the CAT scanner, Nucl ear Magnetic Resonators, or
Li near Accel erators operating adjacent to signal processing conputers. This
manual wi |l address design, specification, construction and testing problens
associated with shielding for both TEMPEST and EMC. Refer to Naval Shore

El ectronics Criteria Handbook, NSWSC 0101, 106, Electromagnetic Radi ation
Hazards for gui dance on Hazards of El ectronmagnetic Radi ation to Personne
(HERP), Ordnance (HERO), or Fuel (HERF) shielding. Refer also to NAVFAC

DM 12.02, for shielding criteria for electronagnetic pulse (EMP) protection
fromhigh altitude nucl ear detonations. Wether the purpose for the EM
shi el ded enclosure is to prevent EM fromentering or |eaving the enclosure,
the problens and solutions used in the design and construction are basically
the sane. TEMPEST shiel ding requirenments however, are slightly nore conpl ex

than EMC shielding requirements and will be described later in the follow ng
sections.
2.3.1 Shi el ding Effectiveness Level. The shielding effectiveness (SE)

I evel in decibels (dB) that nust be provided and the frequency range over
which it is necessary is the first shielding requirenment to be determ ned
during the initial planning phase of a project. The avail able shiel ding

ef fectiveness is dependent on a nunber of paranmeters including frequency, the
intrinsic electrical properties of the chosen shielding material, and the
nunber and configuration of discontinuities in the shielding material, which
wi |l be necessary to acconmodate personnel, (access doors and hatches),

equi pnent installation (piping, conduits, HVAC duct penetrations) and the
interface with the parent building construction (colums, beam penetrations,
and grounding). Propagation of the EM may be radiati on and conduction, and
the required SE nust be provided for the total shielding systens including al
di scontinuities and attachnments.

2.4 Characteristics of EM Waves. An el ectromagnetic (EM wave is an
energy field which radiates froma source and propagates through a surroundi ng
medi um such as air. An EM wave may al so be conducted from one point to

anot her by neans of conductors arranged to forma transnission |line. The EM
wave is conposed of an electric field conponent (E) in volts/nmeter and a
magnetic field conponent (H) in anmpere-turns/nmeter. The ratio of the (E)
field to the (H) field is called the wave inpedance (Z = E/H) in ohms. The
(E) and (H) fields are tinme-varying due to a continuous reversal of the
polarity of the field conponents propagating in the medium or a reversal of
currents and vol tages propagating along a transmission line. The rate at
which the field, voltage, or currents alternate with tinme is called the
frequency of the wave and is neasured in Hertz (cycles per second). The

rel ati onship between frequency (f), velocity of propagation (v), and

wavel ength ([l anbda]) (the distance the wave travels during one cycle of
oscillation) is:



EQUATI ON: f = wv/[lanbda] (D

wher e
f = frequency
Y = vel ocity of propagation
[lambda] = wave | ength

In free space the velocity (v) is equal to the velocity of light (c), where

c =3 x 10.8- neters per second. 1In a dielectric material such as that

found in many coaxial transm ssion cables, the velocity (v) is equal to the
velocity of light (c) divided by the square root of the relative permttivity
also called the dielectric constant (k+r,).

2.4.1 Ant enna Emi ssions. The EM wave is generated by neans of alternating
current or voltage sources driving radiating antennas, which typically consist
of nmetal conductors formed in |oops, or linear |engths of conductors such as
rod antennae pl aced above a reflecting plane, or dipoles. It should also

i nclude pairs of parallel conductors forming transmi ssion lines. Leaks in the
surface of shielded enclosures such as holes, cracks, poor seam closures, or
untreated nmetallic penetrations can act as radiation source |oops, dipoles, or
transmi ssion lines to transfer el ectromagneti c waves from one side of

el ectromagnetic shielding to the other, when excited by alternating currents
and voltages. The result of exciting | oop and di pol e antennae, and

transm ssion lines is a conbination of both radi ated and nonradi at ed

el ectromagnetic fields surrounding the source antennae. Close to |oops and

di poles in a region known as the near field, the nonradiated portion of the

el ectric and magnetic fields are very strong and fall off inversely as the
cube of the distance fromthe antennae. The electric dipole provides a strong
electric field close to the antenna and the magnetic | oop provides a strong
magnetic field. The near field extends to a distance (r) in neters equal to
the wavel ength in neters divided by 2[pi], i.e. r = [lanbda]/2]. Beyond

the near field is a transition region where nonradi ated fields are di m nishing
and the radiated fields are nore significant which extends to about 1.6 tines
the wavel ength, in nmeters. Beyond the transition region is the far field
where the radi ated waves are plane waves, i.e. the electric and magnetic field
vectors are at right angles to each other and to the direction of wave
propagati on. Here the wave inpedance (Z) is that of free space (377 ohns).

2.4.2 Shi el ding Effectiveness Equation. Shielding Effectiveness (SE) is
defined as 10 tines the log to the base 10 of the ratio of the incident

el ectromagnetic power (P+1,) without the shielding, to the transmtted power
(P+2,) with the shielding in place, expressed in decibels (dB) or:

EQUATI ON: SE = 10 log (P+1,/P+2,) dB (2)

wher e

P+1, i nci dent el ectromagnetic power
P+2, = transmitted power with shielding in place (in dB)

Since the power can be expressed in ternms of wave inpedance (Z) and either
electric or magnetic fields (E or H), the expression for shielding
ef fectiveness can be further expressed as:
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EQUATI ONS: SE = 10 log [(E+1,.2-/2+1,)/ (E+2,.2-/Z+2,)] dB (3)
SE = 10 log [(H+1,.2-/2Z+1,)/ (H+2,.2-/Z+2,)] dB (4)

wher e

P+1, = E+1,.2-/Z+1, = H+1,.2- Z+1,

P+2, = E+2,.2-/12Z2+2, = H+2,.2- Z+2,

E+1, = Incident Electric Field

E+2, = Transnmitted Electric Field

H+1, = Incident Magnetic Field

H+2, = Transmitted Magnetic Field

When the wave inpedance Z of the incident and transmitted el ectromagnetic
field is the same with and without the shielding in place the expression for
SE reduces to its fam liar form

EQUATI ONS: SE = 20 log (E+1,/E+2,) dB (5)
SE = 20 log (H+1,/H+2,) dB (6)
2.5 Shi el ding Material Characteristics. Wien an el ectromagnetic wave

encounters an encl osing conductive material shield, the portion of the wave
transnmtted beyond the shielding barrier is reduced in magnitude by both
reflection and absorption by the shielding material. The reflection |oss
occurs at the two interfaces between the transmitting medium (typically air)
and the shielding material (typically a conducting netal such as sheet steel
copper, or alum nunm). The absorption takes place as the wave passes through
the conductive material. The absorption loss in the wave energy results from
di ssi pated heat |loss by currents induced in the conductive material by the

el ectric and magnetic fields of the wave passing through. The reflection |oss
occurs because of the m smatch in wave i npedance between the propagating
medi um and the conductive material. The relationship for shielding

ef fectiveness of a conductive material is typically expressed as foll ows:

EQUATI ON: SE=[R+ A+ C] dB (7)
wher e

R = reflection | oss

A = absorption |oss

C = correction termfor re-reflection within the netal surfaces

The correction term (C) is usually of snmall magnitude and ignored when the
absorption loss (A) is greater than about 10 dB

The reflection loss (R+tp,) for plane waves inpinging on shielding naterial is:



EQUATION: Rp = [168 - 20 lag (£ /a2 %] 2B 'C

where
By = Reflectlon loss for plane waves
pi = Permeabllity relative to copper
Er - Coaduckivity relative to rosper
f = frejuency in H=

The reflectlon lass {By} for the megnetic loop measurements in the near
fleld is:

SQUATION: R, = 20 log [(.0V17/[rfu/p ] 9-504(5.35 r [fa /i 1%-5)4.354]4R (93
WIETE
T - Nstance from source to ghield in meters

The reflecticn Iase (Ry) for the electric dipole measurements {n the near
field is:

EQTIATTON: Ry = [322-10 log ([p fir2)/ep)] 00

The ahsarption loss {A) 1= a simpler relationship, not dependent on the
antenna used, but directly propertional ta material thickness {d) in meters,

EJUATLON: A = [13L.4 d(fppEel©-%; dB {11}
Whets

d = Thickrneas of shicld matcrilal in meters
Far metal foil shields abt low frequencies where the shzorption Toss (&)Y Ts

mitimal, (less tkat abour 10 dB), the correction faetor for re-roeflectioms
within tha ghleld (C} must be con=sidered, The carrection factar (G} 1s:

EQUATION: C = 20 Icg [L — I 1078107 cpa[0.234] — § sin [0.234]3] 4B (123
where

I' = EReflectiom voefflcient

A = Absorption loss

Here (A) is the zhield abscrption loss, amd (I} I the dimenslonlecss
twc-haundary reflecticn eoelfinient, Tn the foregslng equatlons the various
roefficlents are Zdentificd aa follows:

EJUATIGHS : P = P, (120

tr = &/8py £14)



where

"y = relaclve permeahility of the ahlelding material with
respeckt £ that of free =pace,

Mo = permeabllicy of free space, equal to 4w x10-7
hemrier por meker,

gr = relative conductiviry of the shielding material with
respact tuv that of copper.

£py = conductivity of capper is egual €2 5.8 % 107

nhos per meter).

Reference is nade to the follow ng tables and graphs from chapter 8 of
M L- HDBK- 419, Groundi ng, Bondi ng, and Shielding for Electronic Equi pnents and
Facilities, Volume I|:

TABLE SUBJECT

8-1 Tabl e of conductivity, perneability and aborsoption
|l oss of 21 different shielding materials at 150 kHz.

8-2 Tabl e of perneability and absorption |oss of iron
copper, and al um num shields, 1 mmthick versus
frequency (60 Hz to 10 GHz).

8-4 Tabl e of perneability and Hfield, E-field, (in the
near field), and plane wave reflection |osses for
iron, copper, and al um num shi el ds versus frequency
(60 Hz to 10 GHz) with a source to shield separation
of one foot.

2.6 Penetrations. The theoretical shielding effectiveness of a |large
vari ety of conductive netal materials would appear to provide sufficient dB of
SE to be available for construction of 100 dB enclosures if it were possible
to use the infinite sheet values utilized in the theoretical equations for
reflection and absorption. Unfortunately, the ideal enclosure fornmed froma
seanl ess envel ope of nmetallic material with no openi ngs or penetrations is not
areality. The obtainable overall SE for both wel ded and bolted seam stee
encl osures, soldered and bolted copper enclosures, and bolted and wel ded

al um num encl osures is severely linmted by first, the door closures, second,
bolted or gasketed seams, third, penetrations by netal conductors, and fourth,
the wave gui de bel ow cutoff air duct, vent and drain penetrations. Beyond
this, cracks in welds, corrosion of seamnetal -to-netal nmating surfaces, and
uncontrol |l ed penetration by fasteners such as screws, nails, or bolts add to
the degradation fromthe theoretical or ideal SE of a shielding material

2.6.1 Wavegui de Bel ow Cut of f Penetration Theory. It is possible to
provi de penetrations which will pass light, air, or liquids through the
shi el ding surface without passing el ectromagnetic waves |lower in frequency
than a certain fixed value by nmeans of an effect called wavegui de bel ow
cutoff. Wavegui des are fornmed by nmetal tubing or ducting and are used to

del i berately propagate el ectronagneti c waves in transverse-electric (TE) nodes
and transverse magnetic (TM nodes for wave frequenci es above a cutoff
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frequency (f+c,). At frequencies which are below the cutoff frequency the
wavegui des attenuate the wave energy. For circular wavegui de netal piping,
the |l owest cutoff frequency is:

EQUATI ON: f+c, = [6929/D] M (15)

wher e
D = wavegui de dianeter in inches.

The attenuation for frequencies below the cutoff frequency is given by:
EQUATI ON: SE = [31.9L/D [1 - (f/f+c,).2-].0.5-] dB (16)

wher e
L
f
f+c,

I ength in inches
frequency
cutof f frequency

For rectangul ar ducting with width (a) and height (b) and with wi dth greater
t han hei ght, the cutoff frequency is:

EQUATI ON: f+c, = (5906/a) Miz (17)
wher e a = | ongest di mension in inches.

The attenuation for the rectangul ar duct for frequencies bel ow the cutoff
frequency is given by:

EQUATI ON: SE = (27.3L/a [1 - (f/f+c,).2-]1.0.5-) dB (18)
When the expression under the radical for the square of the frequency divided

by the cutoff frequency is less than 0.1 (when f is less than 1/3 f+c,) it can
be negl ected, and the expressions for SE becone:

EQUATI ON: SE = (31.9 L/D) dB (19)
for circul ar wavegui des and
EQUATI ON: SE = (27.3 L/a) dB (20)
for rectangul ar wavegui des.
2.6.2 Door Penetrations. Doors are required for personnel and equi pnent

access in the shielded enclosure. They are the |largest openings in the
shi el ded encl osure, and are the nost easily damaged through daily use. They
are the weakest link in the overall shielding system The doors mnust be
constructed of shielding material in such a way as to provide SE equal to or
greater than the remai nder of the enclosure. There are several basic types of
door closures currently used in shielding construction, several of which are
seen in Figure 1. These include the pneunatic bl adder type, the conpressed
rows of berylliumcopper fingerstock types, the knife edge guillotine type,
and the magnetic strip type door. The fingerstrips are also used in the knife
edge type doors, but do not receive the same conpression and w ping forces
that fingerstrips around the door periphery which are conpressed between

overl appi ng door and frane surfaces do, but they do have an added | abyrinth
presented to induced currents, penetrating fromthe outside to inside surfaces

11



at the closure. Wth newly brightened fingers and their mating surfaces,
proper adjustnent of hinges and cans to provide even conpression around the
closures at the outer edges, nost available types of doors will neet the
requi renents of M L-STD- 285, Method of Attenuation Measurements for

Encl osures, El ectronmagnetic Shielding, for Electronic Test Purposes, and NSA
65-6, National Security Agency Specification for RF Shielded Encl osures for
Communi cat i ons Equi pnent: General Specification, especially if the plane wave
nmeasurenents are nade with the receiving antenna one foot fromthe surface.
Kni fe edge types require a mai ntenance schedule on the order of nonthly, and
conpression of fingerstrip types typically bi-annually require sonme cleaning
and replacenent. The pneumatic expansion sliding door can be obtained with
automati c opening and closing, or sinply with manual operation and automatic
pressurization of the bl adder when the door engages the stop. Release of the
bl adder pressure is acconplished upon the actuation of a door rel ease val ve.
The pneumatic door provides the highest level of SE of all the door types,
utilizes no fingerstrips or gaskets, but occasionally requires replacenent of
the pneumati c bl adder

2.6.2.1 Ef fect of Construction on Door Shielding. Sone shielding

manuf acturers refuse to guarantee perfornmance of their door and door frames in
shi el ding provided by others, unless they are in control of the door instal-
lation. In the construction of welded enclosures, the welding of the door
frame into the parent shielding can easily result in warping and tw sting of
the door frane with a resulting misfit and failure of the door to provide the
requi red shielding performance. |n both bolted and wel ded shiel ding construc-
tion the installation of the doors and frames prior to conpletion of the

remai nder of the construction usually results in damage to fingerstock, door
mating surfaces, and can also result in the bending and denting of the door
sills. Protective coverings nust be provided to protect delicate door sur-
faces and fingers during construction. Oher hazards degradi ng cl osing
surfaces during construction are uncontrolled welding splatter, any ms-
applied paint finishes, and surface preparation and conditioning materials.

12
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2.6.2.2 Consi derations for Fingerstock Replacenment. Because of the delicate
nature of fingerstock materials, the door design should provide for rapid and
easy replacenment of fingerstock without the requirenent for special tools and
sol dering. Pneunmatic doors, which are all of the sliding type, nmust have
avail abl e a pocket with a renovable cover so that the door can be serviced or
renoved. The use of dissimlar metals or netal finishes should be mninized

i n door design because of the possible battery action and corrosi on which
occurs in the presence of any nvoisture.

2.6.2.3 Door Cl osure/ Seal Conparisons. Door |atching nechani snms nust be
designed to provide uniformw ping and conpression of the fingerstock with
enough force to provide the required shielding effectiveness. They nust al so
all ow quick egress to satisfy the requirenents of governing National Fire
Protection Association (NFPA) rules and regul ations. The pneunatic type door
even with automatic opening and closing, requires the |ongest opening tineg,
typically seven or nore seconds. The Arny Corps of Engi neers Civi

Engi neeri ng Laboratory Technical Report M 313, April, 1983, Study of EM/RFI
Seal s on Shi el ded Encl osure Personnel Access Doors, provides an experinenta
anal ysis of EM door sealing nmechani sns which indicates that wedge and knife
edge type doors degrade as nmuch as 15 dB in as little as 4 nonths due to
routi ne use and exposure. The magnetic strip type of door is new, and little
long ternms data is available. The brass shinstock material covering the
magnets tends to oxidize rapidly, and a naintenance schedule sinmlar to knife
edge doors is projected. A further problem projected for the magnetic strip
doors is the work hardeni ng and eventual cracking of the brass shinstock which
hol ds the individual nagnets in place.

2.6.3 Air Duct Penetrations. The second | argest openings in shielding are
i nt ake and exhaust of air ducting in heating, ventilation, and air
conditioning (HVAC) of the enclosures. 1In order to maintain the required

shi el ding effectiveness through frequencies as high as 10 GHz, a wavegui de

bel ow cutoff air filter nmust be placed in the duct penetrations through the
shi el ding. The waveguide filter may be a standard shi el di ng nmanufact urer
product, typically a brass or steel core, tin-dipped, which may be simlar in
appearance to a honeyconmb with the walls of each small cell continuously

wel ded or soldered to the next cell. Waveguide or honeyconb assenblies are
sol dered in a parent framework, which is then welded or bolted into the
shield, see Figure 2. The attenuation characteristics for each individua

cell nust exceed the shielding effectiveness requirenents of the tota

encl osure. The static pressure drop that the waveguide filter causes in the
ai rstream nmust be included in the HVAC cal cul ations, as well as being

speci fied and controlled in the governing specifications. The use of radio
frequency (RF) gasketing materials in the assenbly and closure of the air
filter should be expressly forbidden by the witten specification

Dissimlar, and el ectrochem cally active conbinations of netal surfaces should
al so be prohibited in this location where severe corrosion can be accel erated
by the conbination of mechanical vibration, air flow possible noisture, and
changi ng tenperatures at netal-to-nmetal interfaces. Filter honeyconb inserts
required for ML-STD 285 and NSA 65-6 shielding requirenents are typically one
inch in depth, with individual cell openings of 1/4 in. (6.3 nm or |ess.
Custom nade units may have clusters of |arger dianeter netal tubes,
continuously bonded at the end of a shielding plate, with hole sizes up to 1/2
in. (12.7 mm dianeter for ML-STD 285 and NSA 65-6 required shiel ding

ef fecti veness at 10 GHz.
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2.6.4 Pi ping and Conduit Penetrations. Nunerous penetrations in an
enclosure are required for electrical conduits (power, telephone, alarm

etc.), and for mechanical piping (chilled water, fire sprinkling vents and
drains). The TEMPEST requirenent for an electrically isolating section six
inches in length, within two inches fromthe shielding surface tends to
conplicate the selection of the penetrating piping materials. Schedule 80 PVC
with standard fittings are readily avail able with reasonabl e tenperature and
pressure ratings (2 in., 295 psi at 68 deg. F, or 51 nm 2034 KPa at 20 deg.
C, for exanple). For higher tenperatures, schedule 80, PVDF can be used
(rated at 300 deg. F or 149 deg. C). The penetration through the shielding
nmust be metal, and continuously bonded el ectrically around the periphery of
the penetration to the shielding (welded or brazed) as seen in Figures 3 and
4.

Cl anped or threaded penetrations, and those using RF gaskets are not projected
to provide long termelectrical continuity because of oxidation and corrosion
of closure contact surfaces under normal environments. These nonpernanent
types of penetrations should be prohibited in the witten specifications.

The nmetal piping penetrations will provide wavegui de bel ow cutoff attenuation
for frequencies below their cutoff frequency. For piping |arger than 1/2 in.
(12.7 mm) |.D. and with NSA 65-6 requirements for attenuation at 10 GHz, a
wavegui de filter insert may be required, as seen in Figure 5. \Were the

pi pi ng has continuously wel ded, brazed or soldered joints in the run fromthe
penetration to the equi pment within the shiel ded encl osure, or where the

pi ping has tight threaded couplings, the filter insert may not be needed. For
short runs to the penetrations typical of the air vents and roof or floor
drains, the insert is usually required. The waveguide attenuation piping
insert will be a honeyconb conprised of steel or brass, tin-dipped, or else
stainless steel or brass disk with clusters of drilled holes, as seen in
Figure 6. The filter insert unit will be sol dered, brazed, or welded to the
pi ping. Large diameter piping for fire sprinkler systens within the enclosure
are typically assenbled with a nonconductive gasketed joint, and will require
a filter insert. GCenerally the piping penetration in the shielding is first
fitted with a brazed or wel ded collar of steel to provide a transition between
the typically thin shielding material and the heavier walled piping, as seen
in Figures 3 and 5. The collar also allows for cutting of the necessary
penetration hole in the field for welding on site w thout close tol erance
requi renents on the hole dinmensions. The waveguide filter piping insert wll
cause a pressure drop in the flow of l|iquids which nust be considered in their
design. National Fire Protection Association regulations may require the
addition of refractory materials around electrical isolation sections of

pi ping used with TEMPEST requirenents (typical of the fire sprinkling
penetration).
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2.6.5 Structural Penetrations. A ngjor shielding penetration is the
supporting colum for ceiling or roof beans. This can be treated by severa
di fferent nethods. For TEMPEST encl osures the best electrical isolation
between the shielding and the colum is obtained by either isolating the
colum within the shielding, as seen in Figure 7, or by totally enclosing the
penetrating colum in the shielding material with sufficient distance or
nonconducting material provided to result in the necessary electrica

i solation as shown in Figures 8 and 9. A nmininmumof 1-in. of air space is
reconmended between the colum and the enclosing shield. |f single point
grounding of the shield is not a requirement, the penetrating colum may be
treated by continuously wel ding penetrating nenbers such as reinforcing stee
or steel beanms to the floor or ceiling shielding sheets. Transition collars
or sections are typically required to weld thin shielding sheets to heavier
nmet al beam penetrations as shown in Figure 7. Wth the |large shiel ded

encl osures built as an outer or inner liner for the building construction, the
beam structure nenbers are typically required to penetrate the shielding in
many pl aces. The design of the shielding nust accommdate the expansion and
contraction of large netal surfaces pinned at the penetrations to |arge
structural nmenbers that are fixed in position. Expansion joints nmay be
required in the shielding menbrane for both vertical and horizontal notion so
that connection with heavier nenbers don't result in cracking of welds during
t hermal expansi on and contracting, especially while the construction is
exposed to the exterior environment.

2.7 Conducted EM |I|solation. As stated earlier, the shielded enclosure
nmust provide attenuation of both radiated and conducted el ectromagnetic field
energies. Shielding surface discontinuities such as cracks, holes, poorly

ti ghtened bolted seans, or netal piping penetrations nmay act as slot antennas,
| oop sources or transnission lines radiating or conducting el ectromagnetic
energies fromthe inside of the shielding nmenbrane to the outside. The

di scontinuities required in the construction of a six sided enclosure with its
necessary entrances and penetrations are the usual source of electromagnetic

| eaks. These leaks will cause differences of potential to occur on the outer
surface of the shielding. Wen netal penetrations such as piping and conduits
are not provided with an electrical isolating section on the exterior of the
shi el di ng which disrupts electrical connection to possible ground returns, the
di fferences of potential caused by the leaks will cause currents to flowin
the attached conductors. These induced currents nmay then be transported or
propagated into uncontroll ed areas where unauthori zed access is possible.
Where conduits carrying wiring pass fromone shielded enclosure into adjacent
encl osures and pass through uncontroll ed space, they should be provided with
electrically isolating sections on at | east one end, and electrical filters on
each shielding penetration. |f the conduit with contained wires passes from
one shielded enclosure to another through controlled space, it nmay be possible
to use conduit with welded joints, no electrical filters, but a single point
ground on only one of the enclosures.
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2.8 EM Filters for Electrical Conductors. Al of the electrica
servi ce conductors which penetrate the el ectromagnetic shielding surface, such
as power, signal, tel ephone, control and al arm nust be provided with
electrical filters. Typical insertion |loss requirenents in dB as a function
of frequency to be specified for these filters are shown in Figure 10. These
filters are best located at the conductor penetration |ocations, either inside
or out, depending usually on available access or space. |If they nmust be
mounted renmotely fromthe shielding surface, then runs of continuous neta
conduit (threaded ferrous with welded joints preferred) nust be provided from
the filter to the shielding penetration. For TEMPEST installation

requi renents, the conduit runs are best |ocated inside of the shielded
enclosure. |If the filter must be mounted outside of the TEMPEST encl osure in
a renote | ocation, then the conduit run fromthe filter to the shielding nust
be within a controlled access area. Any required suspension hangers or
conduit clanps must provide electrical isolation of the conduit fromthe

buil ding structure ground. The required electrical isolation section on the
conduit connection to the filter nmust be on the input or source side of the
filter. The preferred method of penetration of the filter connection in the
shi el ding surface is by nmeans of continuously wel ded netal piping as seen in
Figures 3 and 4. The use of radio frequency gasket materials to nake this
penetration should be specifically forbidden in the specifications because of
the tenporary nature of such gasketed connections.

2.8.1 EM Filters for Electrical Power. Power filter performance

requi renents are typically stated in terns of dB insertion |oss as a function
of frequency as seen in Figure 10, as measured in accordance with

M L- STD- 220A, Met hod of Insertion-Loss Measurenment. Power filters are
generally of the passive type, consisting of resonant conbi nati ons of

i nductors and capacitors. They are available with both inductor and capacitor
i nputs. Those with capacitor inputs usually include a | ow inductance type

f eedt hrough capacitor, followed by capacitor-inductor pi networks. The
contribution of the inductors is critical in the |ow frequency end of the stop
band (from 14 to a few hundred kil ohertz). Wen inductor cores saturate as a
result of load currents, the insertion |loss curve tends to shift to a higher
frequency, increasing the cutoff frequency (the frequency where the insertion
| oss has reached 3.01 dB) and the range of pass-band frequencies. At
frequenci es above a few hundred kil ohertz, the turn-to-turn capacitance of the
i nductor winding tends to limt its contribution and the capacitor performance
is more critical. The series inductance provided by the connecting | eads of
the capacitors tends to limt their higher frequency performance (a few VHz
and higher), and here the feedthrough capacitors contribution becone critical
Feedt hr ough capacitors of the size usually enployed in power filter
applications typically have a self parallel resonance with w nding inductance
rangi ng froma few hundred kil ohertz to a few negahertz. Some nmanufacturers
overcomne this resonance defect by staggering sizes of feedthrough capacitors,
or by adding | ow i nductance capacitors in parallel. Wen not corrected for
this resonance results in a sharp dip in the stop-band insertion |oss curve at
the resonant frequency to values below the typically required 100 dB. These
resonant defects are not usually identified in ML-STD 220A test results
because tests are run typically at a few discrete frequencies covering the
requi red range of performance. The defects are normally identified when tests
are nonitored or supervised by know edgeabl e governnent representatives

| ooki ng specifically for them The insertion |oss performance of the power
filter above 20 MHz is measured under no-load conditions in a matched 50 ohm
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coaxi al nmeasurement system For the filter performance at the high end of the
frequency spectrum (1 to 10 GHz) the feedthrough capacitor and filter-can
performance as a wavegui de bel ow cutoff attenuator is critical

Power filters for 400 Hz applications typically require power factor
correction coils to conpensate for the |large capacitors contained in the
filters. Wen not provided, the current demand by the filter nay be
excessive, and the filters are usually acoustically noisy. These correction
coils are not normally supplied by the filter manufacturer unless they are
required in the specifications.

2.8.2 EM Filters for Signal Circuits. Digital type signal circuits
utilize square-wave type pul ses as observed in the tine domain. The fast rise
and fall of the square-wave signal |eading and trailing edges, tends to nmke
passi ve, inductor/capacitor (L/C) filters ring at frequencies close to the
cutoff frequency in their pass band where L/ C conmbinations in the filter
result in a gain rather than a loss in attenuation. The best performance for
digital circuit filters occurs when the filter source and | oad inpedances

mat ch the driving source and | oad i npedances, respectively, and when the
filter pass band is tailored to the baud rate of the signal circuit. TEMPEST
recommended filter attenuation curves are shown in Figure 11, with curve A
applicable up to a baud rate of 1,000 baud pul ses per second (B.P.S.). Curve
Bis used to 3,000 B.P.S., curve Cto 10,000 and curve D to 30,000 B.P.S.
When properly designed, the useable baud rate can approach 1/3 of the filter
cutoff frequency (3.01 dB insertion loss). The curves in Figure 11 show
attenuation in dB as a function of frequency and they are nmeasured differently
than the insertion |loss curves of Figure 10, which are neasured to

M L- STD- 220A specifications. For filter attenuation as shown in Figure 11

the filter is inserted in a nmeasurenent circuit with source inpedance matched
to the filter input inpedance, and | oad i npedance matched to the filter output

i npedance. A neasurenent signal Si, induced at the filter input is conpared
to the signal So remaining at the filter output, with the ratio 20 log Si/ So
providing the attenuation in dB. |If the circuit source and |oad inpedances

where the filter is installed, are substantially msnmatched to the filter, the
ringing of the filter is increased drastically, and the acceptable stop band
curves of Figure 11 will be altered significantly. As a result of these
critical factors in the signal circuit filter design, it is best to let the
government either furnish the signal filters for contractor installation, or
provi de wel |l defined inpedance paranmeters for specifying required filter
attenuation performance with frequency. For audio or tone type signa
circuits, the filter curve as shown in Figure 11, nust have a cutoff frequency
whi ch exceeds the highest signal frequency so that the signal distortion does
not occur at the higher signal frequencies.

2.8.3 El ectrical Filter Design Specification Requirenents. Genera
electrical filter specification ML-F-15733E, Filter, Radio Interference,
General Specification for, governs critical design features for all required
electrical filters such as range of operating tenperatures, inpregnant flash
point, terminal size and strength, dielectric withstand voltage, voltage drop
i nsul ation resistance, filter sealing neans, overload, inpregnant, finish,

noi sture resi stance and filter marki ng. NAVFAC Cui de Specification NFGS 16650,
Radi o Frequency Filters for 60 Hertz Power Lines contains recommendations for
the fabrication, testing and installation of EM filters, and should be
utilized in preparing specifications. It includes a heat rise limt of 20
deg. C,
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full rated current load, in a free space environnment, or 40 deg., when

filters are nounted in a nodified NEMA Type | enclosure. It requires
insertion |loss tests at 10, 50 and 100 percent of |load with the use of

nodi fied buffer networks to extend the lower test frequency to 14 kHz. It
limts dc voltage drop to less than 0.5 V at full rated current, and ac
voltage drop to 1 percent of rated line voltage. It limts filter inpregnant

flash point to greater than 165 deg. C. It requires bl eeder resistors to
drain filter capacitor stored charge in accordance with, NFPA 70, Nationa

El ectric Code, Article 460-6 requirenents. Significantly, it calls for
submi ssion of certificates of conformance or conpliance of equi pnent and

mat erials before their delivery. Were custonmer requirenments include power
filters for larger than 200 anps rated | oad, and/or greater than 100 dB
measured insertion loss, it my be advantageous to specify paralle

conmbi nations of filters rated at 200 anps or |ess, or series conbinations of
filters rated at greater than 60 dB insertion |oss each. \Were feasible,
power systens should be designed so that individual filter rated | oads do not
exceed 100 anps, the M L-STD 220A type testing limt of nost filter

manuf acturers.

2.8.4 Insertion Loss Measurements of Electrical Filters. The avail able
test specification for the nmeasurenment of electrical filter insertion loss is
M L- STD- 220A. The test methods in this standard are intended to provide data
for quality control during quantity production of power line filters. The
test conditions specified with 50 ohminput and output term nations are
satisfactory for this control purpose, but do not represent conditions that
exist in actual circuits or installations. The power source inpedances in
actual installations are typically much | ower than 50 ohnms at frequencies in
the filter pass band, and up to 14 kHz where the filter is required to provide
greater than 100 or 120 dB of insertion |l oss. The power filter |oad

i npedances at actual installations also vary wi dely, depending on equi pnent

| oadi ng, are not constant as a function of frequency, typically have a | eading
power factor, and are often nonlinear. Currently, methods used for in situ
measur enent of power filter attenuation using current injection and

measur enent probes are being devel oped by the Naval Civil Engineering
Laboratory, Port Huenenme, California. Sone test results to date show the
power filters providing 20 to 30 dB | ess attenuation from 14 kHz to severa

MHz than the greater than 100 dB of insertion |oss required by NSA 65-6,
(Figure 10), as expected. |In specifying filter performance tests, the use of
ext ended buffer networks to allow for insertion | oss measurements to a | ower
frequency limt of 14 kHz should be required. The buffer network assenbly
consists of a series inductor, and feedthrough capacitor. Two of these
networks isolate the | oad-current source fromthe receiver and output nmeter so
that greater isolation at the test frequencies is provided through the
networ ks than through the filter under test. The original ML-STD 220A test
specification called for a | owest frequency nmeasurenment of 100 kHz and a

maxi mum current | oading of 100 anps. The extended buffer network provides
additional isolation to a | ower frequency of 14 kHz. |In order to neasure the
rated | oad-currents higher than 100 anps, buffer network inductors w th higher
current handling capability nust be provided in the test circuit. The use of
dc to load the filter during insertion-loss testing is not a representative

| oading on filters designed for use with ac power circuits, since the dc
permeability of the filter-inductor cores is different than for ac. The use
of ac current |oading of ac power filters during insertion-loss testing should
be encouraged. Where the normal buffer networks at higher current ratings are
not available, it is feasible to use an additional power
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filter that is identical to the one under test in place of the two buffer
networks. The additional filter is installed in the wall of a shielded test
chanmber, beside the filter under test, and is connected in series with the
test filter and either an ac or a dc current source. A |ow voltage ac current
source can be used to drive the two series-connected filters in a short
circuit load arrangenent, with the peak | oad current controlled by the current
source (typically a transformer with adjustable taps). The filter-out, direct
reference signal is fed through the shielded test chanber wall by neans of a
bul khead adaptor, including series blocking capacitors provided to protect the
source and receiver fromthe current source during the filter-in measurenent.
The filter-in signal is next fed through the filter under test and neasured

for conparison to the reference signal. The isolation provided by the
additional filter in series with the inpedance of the current source and the
i nduct ance provided by the connecting cables will normally be sufficient to

result in a nmeaningful filter neasurenent test.

2.9 Facility Grounding System The facility ground systemis typically
conposed of four subsystens as described in ML-HDBK-419; the earth el ectrode
subsystem the lightning protection subsystem the electrical fault subsystem
and the signal reference subsystem The earth el ectrode subsystemis the
groupi ng of driven rods, buried nesh grids, or buried radial conductors
utilized to provide a |low resistance to earth (less than 10 ohns) for
attachnment by the |ightning subsystem the fault protection subsystem and the
signal reference subsystem In areas where high earth resistivity makes it
difficult to achieve less than ten ohns with a reasonably sized buried earth
el ectrode system it nmay be necessary to add chemical treatnment in the form of
i on- produci ng salts such as magnesi um sul phate, copper sul phate or cal ci um
chloride to the soil surrounding the buried el ectrodes or conductors. Such
treatments can be very effective in reducing resistance of values of the

el ectrode systens, but they nust be provided with a replenishnment schedule to
overconme the | eaching effects of groundwater runoff.

2.9.1 Li ghtning Protection Subsystem Lightning protection groundi ng

i ncl udes roof mounted air termnals with attached down conductors to the earth
el ectrode system Location and height of air termi nals necessary to provide
adequate zones of protection is treated extensively in NFPA 78, Lightning
Protecti on Code, and M L-HDBK-419 and they vary considerably with the size and
sl ope of the roof structure, height of the building or the height of
protrusi ons extendi ng above the roof level. Air termnals are conposed
typically of either suspended horizontal conductors a mninumof 6 ft above

t he hi ghest projection, vertical masts with a 45 deg. cone of protection for

i mportant buil dings, or a connected system of vertical netal (copper, alumi num
or bronze) rods up to 3 ft in length, with a spacing of less than 50 ft (on
flat roofs), and connected to the grounding systemwith a m ni numof two down
conductors.

2.9.2 Fault Protection Subsystem Fault protection requires the grounding
of all exposed netallic equiprment frames which contain electrical power wring
to the earth el ectrode grounding systemso that any faulting of energized
conductors to frame will result in a |ow inpedance ground return path for
positive actuation of fusing and breaker systens. A green wire ground system
of wiring for electrical circuits is required, and netal conduits nmay not be
relied upon for the ground return conductor. The ac neutral is normally
grounded at the service transforner and at the first disconnect neans, in
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conpliance with ML-STD 188-124, G oundi ng, Bondi ng and Shi el di ng for Conmon
Long Haul / Tacti cal Conmuni cati ons Systens, Ceneral Requirenments. Conduits,
boxes, all of the nmetallic piping, tubes, and their supports should be

el ectrically continuous and bonded to the facility ground system along with
the nmetal structures they are attached to. A shielded enclosure with a single
poi nt ground, needs to be solidly grounded to the same facility ground system
as the power systemand the facility structural nmenbers. The single point
ground stud is best located close to the power filter penetrations. For

i sol ated shi el ded encl osures, typical for TEMPEST requirenents, there is no
green wire ground or conduit grounding of the enclosure, and the neutral is
normal |y provided a power filter with the same attenuation requirenments as for
the energi zed phases. Wthout solid grounding to the facility ground system
dangerous differences of potential could exist between the enclosure and
facility structural nenbers, contributed in part by the capacitive reactive
currents of the power filters. Fault clearance and breaker action also
requires this solid single point grounding for proper functioning.

2.9.3 Si gnal Reference Ground Subsystem The signal reference subsystem
can be divided into two subcl asses, one for higher frequencies (above 300 kHz)
and one for |lower frequency signal networks. The higher frequency groundi ng
is conposed of three primary conmponents, an equi potential plane, equipnment
groundi ng conductors, and structural steel elenents, electrical supporting
structures and utility piping, with all of the foregoing connected to the
earth el ectrode subsystem \When these three conponents are contained with a
nmet al shi el ded enclosure with a single point ground system they all cone
together at the single point ground stud. The higher frequency ground system
is conprised of a nmultipoint equipotential plane to provide a mninmm
groundi ng i npedance (short ground | ead connection) for equi pment cabinets.
Equi pment chassis are then connected to the cabinets and signal return | eads
are connected to the equi pnent chassis. The connection of the equipotentia
plane to the earth el ectrode subsystemis nade to assure personnel safety and
to provide a | ow i npedance path for the |lower frequency signals. Wthin a
shi el ded encl osure the floor of the metal enclosure can be utilized as an

equi potential ground plane for the higher frequency grounding. Wen a raised
access flooring systemis installed in the shielded enclosure, it my nore
conveniently be utilized for the rmultipoint grounding connections. It should
be constructed with conductive stringers and panels conformng to

M L- F-29046(TD), Flooring, Raised, maximum resistance requirenents. This

rai sed fl ooring system should be grounded at intervals, (10 ft or less) around
its periphery to the parent shielding material utilizing a wel ded connection
to the wall shielding in a welded enclosure or bolted to seambolts (with the
bolts replaced with a threaded rod with nuts and washers) in a bolted

encl osure, as shown in Figure 12. Equi pment cabinets can then be conveniently
connected to stringers with short groundi ng | eads.

The | ow frequency groundi ng system approach references the signa
circuits to a single-point ground which is then connected to the facility
ground, or to its own buried ground electrode system |Ideally, a separate
conductor woul d be extended fromthe single-point ground to the return side of
each of the numerous circuits |ocated throughout a facility. This would
require an extrenely | arge nunmber of conductors, and so a conprom se approach
uses a ground bus network in the formof a tree. This systemis described in
M L- HDBK- 419, and consi sts of feeder ground cables attached to branch ground
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pl ates, isolated fromthe structure and netal conduit system on stand-off

i nsulators. The branch ground cables, No. 2 AWG m ni num attach to the trunk
ground cable, 1/0 AWG m ninum which is then attached to the nmain ground
plate, which is also isolated electrically fromthe structure. The main
ground plate is then connected to the earth el ectrode subsystem ground by
means of a ground cable with a mininmum size of 500 cnmil for each foot of
required length and limted to |l ess than 200 ft length if possible. Wthin a
nmet al shi el ded encl osure the single-point ground stud or plate is usually
placed in the wall of the shielded enclosure and serves the function of the
mai n ground plate for TEMPEST | ow frequency ground networks. It is then
connected fromthe exterior of the shielded enclosure to the earth el ectrode
subsystem ground. See Figure 13 for a |ow frequency ground systemin a
shi el ded encl osure and Figure 14 for a single point ground stud installation
in a bolted enclosure.

2.10 TEMPEST Shi el di ng Requirenments. Facilities which contain electronic
equi pnment which process classified informati on nust be shielded in accordance
wi t h OPNAVI NST C5510. 93D, Navy | nplenmentation of National Policy of Control of
Conprom sing Emanati ons. This type of el ectromagnetic shielding is known as
TEMPEST shielding and is required to reduce the conducted and radi ated

em ssions fromwi thin the sensitive environment to an undetectable |eve
outside the shielded enclosure in uncontrolled areas. The typical required

| evel of shielding effectiveness (SE) is 100 dB to an upper frequency of 10
GHz, neasured in accordance with NSA 65-6 procedures, and Figure 15 in this
manual . Special requirenments for the TEMPEST shi el ded encl osures can include
el ectrical isolation on all six sides (greater than sonme specified mninmmdc
resi stance ranging from 1, 000 ohns to 15,000 ohms or greater). It includes

si ngl e- poi nt grounding of the shielding to the facility ground system
electrical filters on all conductors penetrating the shielding (including al
power, phases and neutral, signal, telephone, alarmcontrol and sensing). It
i ncl udes wavegui de attenuator penetrations for all piping penetrations, seen
typically in Figure 3, air vents (intake and exhaust) seen in Figure 2, and
with inserts in piping that exceeds 1/2-in. (12.7 nm) |1.D. (to provide
wavegui de attenuation for frequencies to 10 GHz), as seen in Figures 5 and 6.
The requirenment for electrical isolation of piping, conduits and air handling
system ducti ng connections to the external sides of the enclosure of 6 in.
(152.3 nm of isolation within 2 in. of the shielding surface.

2.11 Types of Shielding Systens. There are large varieties of
construction techniques and naterials utilized for EM shi el ded encl osures.
The basic shielding material and its thickness are generally sel ected based on
the | ow magnetic frequency shielding requirenments. Shielding effectiveness
measured with | ow frequency magnetic fields is provided nmainly by absorption
rather than reflection | osses. This is because the magnetic field wave

i npedance is | ow conpared to electric and plane wave field inmpedances, and it
is the msmatch in inpedance between the netal surface (which is very |ow),
and the wave inpedance which results in the reflection | oss. The absorption
loss is directly proportional to the thickness of the material and to the

ft .2- of the perneability. The perneability of sheet steel at |ow frequencies
is over 200 conpared to a value of one for copper, alum num and other
nonmagnetic shielding materials. NSA 65-6 TEMPEST shi el ding requires 20 dB of
magneti c shielding effectiveness at 1 kHz, increasing to 90 dB at 100
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kHz, as seen in Figure 15. This could be provided by two 26 gauge stee
sheets, gal vanized and clad on 3/4-in. (19 nm plywod or particle board with
bolted 1/8-in. (3.2 m) thick gal vani zed steel seam pl ates, available from
nunmer ous manufacturers as nmodul ar shiel ded roons. At the plane wave frequency
end of the spectrum 1 to 10 GHz or higher, the nethods used for seam cl osure
construction become very inportant. |In this region of the frequency spectrum
resonant hal f-wave | engths are of simlar dinension as seam bolt spacings, and
openi ngs and gaps becone efficient radiating antennas. Depending on the type
of parent building construction, other than shielding requirenents could
dictate the required thickness of shielding material. This is typical in
vault construction, where Defense Intelligence Agency (DI AM 50-3, Physica
Security Standards for Sensitive Conpartmented Information Facilities, require
steel plate with 1/4-in. (6.3 m) minimum thi ckness where reinforced concrete
wal | s are not included.

2.11.1 Bol t ed, Mbdul ar Shi el ded Encl osures. Bolted, nodul ar shiel ded

encl osures degrade in seam and penetration closures with time, with the rate
of degradati on dependent on presence of mpisture, vibration, thermal expansion
and contraction, and on contam nation by corrosive nmaterials such as salt
spray or industrial atnmospheric pollutants. The bolted seans which conpress
pl ywood or particle board fillers can | oosen with cycles of expansion and
contraction which are caused by conbi nati ons of noisture and heat. The wood
fibers can be crushed during noisture intrusion, and the seamclosure is then
| oosened when the fibers dry out resulting in shielding leaks. [In addition,
oxi dation of the nmetal to netal surface contact points in the seam cl osure
results in a non-conductive filmwhich causes an increase in contact

resi stance and a resultant | oss of shielding effectiveness. The Arny Corps of
Engi neeri ng Research Laboratory technical report M 296, EM/RFI Shielding

Ef f ecti veness Eval uati on of Bolt-Together Rooms in Long-Term Agi ng, June 1981,
deternmined that the SE will degrade by 15 to 20 dB in three years even under

i deal | aboratory conditions. Wth less than ideal environnments the
degradation is nore severe, and a reduction of 40 dB in 6 nonths to a year
woul d not be unusual, especially at door closure surfaces. Welded seans, and
wel ded penetrations, when properly designed to allow for sone flexibility and
notion without cracking of welds, are far superior to the bolted and cl anped
cl osures.

2.11.2 Wel ded Shi el ded Encl osures. Wel ded steel enclosures are preferred
for TEMPEST shiel di ng because of their better seam closures, long term
reliabilty and maintenance of the designed shielded effectiveness. Wl ded
encl osures for TEMPEST shielding effectiveness requirenents, seen in

Figure 15, are typically constructed of steel plate, varying in thickness from
1/4-in. (6.3 nm to 14 gauge, supported on a system of netal studs such as
seen in Figures 16 and 17, or in Figures 18 through 22, where typical exterior
wall, wall-floor, wall-ceiling, interior wall-floor, wall-ceiling sections are
shown, and including a sliding pneumati c expandi ng door frame section seen in
Figure 20. The 16 gauge steel studding and 3/16-in. (4.8 mm) tubul ar channe
seen in these figures serves as both a structural framework, and as a backup
strip for the continuous butt welding of the steel sheets to the framework.
Steel sheets are first tack welded or plug welded to the framework during
assenbly by some contractors, and sone utilize a fired steel pin which is

| ater wel ded. The continuous wel ding of the steel sheets to the franework is
then carefully sequenced to control warping and buckling of the steel plates.
Sheets are overl apped for continuous wel ding, seen typically in Figures 23
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t hrough 25 when a backing strip or stud is not provided to back up the weld.
The tubular framework is laid out on 4 or 5 ft centers depending on the wi dth
of the steel sheets used, with intervening frame nenbers as required,
typically 2 to 4 ft on center. For TEMPEST shi el ded encl osures requiring

el ectrical isolation fromthe parent structure grounding, a dielectric

underl ayment is used to isolate the sheet steel flooring fromthe underlying
concrete slab. This is seen in Figures 7, 12, 20, 21, 22. The quality of

el ectrical isolation materials used ranges from sheets of Msonite hardboard,
to 56 m| PVC roof nenbrane, 1/8-in. (3.2 m) polypropel ene sheet, or 60 ml
chl orinated pol yethylene (CPE). The hardboard is the cheapest, and the
poorest, since it cannot be sealed fromsheet to sheet to forma nvisture

i mpervi ous nenbrane as the other materials nmentioned can. Further, when it
becomes wet with contanminated water it can lose its electrical isolation. The
use of hardboard should be limted to its application as a filler materia

bet ween bolted or wel ded seam pl ates and should not be relied upon for the
necessary electrical isolation. The dielectric underlaynment material should
be overl apped and glued at seans to forma noisture barrier, and should extend
up at flooring edges as seen in Figure 12, or around fl oor penetrations such
as the colum seen in Figure 7, or the anchor seen in Figure 26.

2.11.2.1 Large Welded Structures. 1In extrenely |arge wel ded structures,

t hermal expansion can result in significant displacenment in the neta
structure, especially during construction, before the shielding is protected
fromthe external thermal environnent. Expansion joints nmay be required in
very large wel ded shielding structures for both vertical and horizonta
expansion in the shielding walls. The attachnent of netal sheets to fixed
met al colums and beans should also allow for sonme flexibility, as well as
transition thickness of nmetal between the typically thin shielding sheets and
the heavy steel beam and col um nenbers, as seen in Figure 7. A refractory
mat eri al nmust be provided to protect the dielectric underlaynment during the
wel di ng of the seans. Exanples of this are seen in Figures 20 through 22.

2.11.2.2 Warping Due to Wl ding. Warping or buckling of floor sheets during
the wel ding process is a serious problemin nost welded roominstallations.
When concrete anchors or fired pins cannot be used to hold the sheets agai nst
t he underl aying concrete slab, typical of electrically isolated TEMPEST

encl osures, then a tubular franework as seen in Figures 20 and 22 can be
utilized under the floor sheets. Sone welded floors have a concrete slab
poured over them and this can be nmade thick enough to accept sone floor

war page. A heavier steel sheet such as 3/8-in. (9.5 M) plate can be used for
the floor, with a reduced buckling problem conpared to floors of thinner
material. Heating of the floor sheets and quenching with water spray is

anot her nmeans used to reduce warpage after it has occurred. Sone earthquake
resi stant designs require anchoring of the shielded floor to the parent
structure. Wth TEMPEST isolation requirenents, normal concrete anchors or
pins may not be acceptable, and an isol ated anchoring schenme is shown in

Fi gure 26.

2.12 EM Conductive Gaskets, Cenents and Tapes. The use of EM gasket
type materials in shielded enclosure construction is normally linmited to
penetrations, access hatch, and filter case closures. There is sonme use of
conductive tapes under the seam junctures of bolted panel type construction or
el se bronze or stainless steel wool, covering the gap at the ends of adjacent
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seam pl ates. Additional materials include conductive cenents and caul ki ng
materials, usually silver filled. Some cheaper varieties use tiny glass beads
coated with silver, or copper flakes coated with silver. These conductive
materials are usually utilized in penetrations, or as a retrofit fix at bolted
seam | eaks or bolted air vent leaks. A basic limtation to the gasket and
tape materials is that metal to nmetal contact is made with the mating surfaces
at high points w thout nmuch surface pressure available (less than that under
bolted seam plates to shielding). Wen surfaces in contact are new and
bright, the contact resistance is |ow and shielding effectiveness nmeasured is
high. Oxidation and dissimlar netal to nmetal corrosion rapidly deteriorate

t he bonds and degrade shiel ding performance. The best |ong term shiel ding
desi gn uses no gasket, tape, or conductive cenent materials, and has al
penetrations continuously wel ded or brazed. The conductive cenents and

caul king materials are available in hard and brittle formwhen set-up, (this
type provides the highest conductivity) or can be obtained in a pliable mx
when set up. The brittle material cracks easily with notion of the mated
parts where it is applied, to result in | eakage. The pliable material allows
for flexibility but provides m niml shielding. Another disadvantage to
conductive cenments is that they are expensive. Sone tape materials are

avail able with an advertised conductive adhesive backing. Some have snall
nmetal particles enbedded in the adhesive that nmake contact between the neta
tape and surfaces where applied. Ohers are enbossed so that the netal tape
makes contact through a raised ridge to the surfaces where applied. The use
of netal tapes with conductive adhesives is a Band-Aid or tenporary neasure at
best. There is insufficient nmetal to netal contact pressure available to

i nhibit moisture or retard oxidation of the netal to netal contact points for

| ong periods of tinme, and their use should be Iinmted to | aboratory
measurenents or tenporary applications.

2.12.1 Mesh Gaskets. The nesh gasket usually found under the clean
conpartnent |lid of power filters does not degrade as fast as other gasket
applications. The hot filter case, conpared to the surrounding air, tends to
i nhi bit nmoisture penetration into the gasket. When gaskets are required, they
shoul d be chosen first to provide the same coating material as the parent
shi el ding where they are installed. O the coatings that are available, tin
pl ate seens to provide the best long termconductivity agai nst typica
shielding material finishes. The nmesh gasket materials are not typically
resilient |ike berylliumcopper fingerstock used in door closures, and once
conpressed in a seamor penetration closure they can take a set. Subsequent
cycles of opening and closing will then require greater pressure to break down
surface oxidation. Brightening of contact surfaces and frequent replacenent
of gaskets are recommended in order to retain necessary shielding

ef fecti veness.

2.13 Fingerstrips. Door closures with the exception of the pneumati c-
expandi ng, sliding door, utilize conbinations of rows of fingerstrips for

achi eving an el ectromagnetic seal between door |eaf and frame surfaces.
Fingerstrips are typically nmade from m croprocessed beryllium copper, about 4
m | thickness, and with avail able plated finishes of such netals as gold,
silver, rhodium nickel, tin, zinc and chromium The material provided in
nost shi el di ng manufacturer's doors is uncoated beryllium copper, unless

ot herwi se specified. |If the door closure mating surfaces are brass or bronze,
the berylliumcopper finish is a good choice for galvanic conpatibility.

Agai nst alum num or zinc, tin plating would be preferred. The fingerstrips
are available with an adhesive backing strip to allow for installation wthout
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sol dering. Another type utilizes "pop rivets" for securing the strips, and
sonme are soldered in place. When the door closing action causes both wi ping
and conpression of the fingers, the oxides and foreign nmaterials can be broken
t hrough and good netal -to-nmetal contact nmade. Many of the knife edge type

cl osures do not provide sufficient conpression and wiping to clean the contact
surfaces, and periodic maintenance with chenmical cleaners is required. Strips
of exposed fingers require periodic replacenent of broken or damaged stri ps.
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Section 3: PLANNI NG PHASE

3.1 Introduction. It is extrenely inportant that the requirenents for
EM shielding be identified during the planning phase of the project. The
requi renents nust be identified to allow the EM shielding to be integrated
into the structure at the | owest possible cost while neeting the operationa
requi renents of the sponsor and user. It is also inportant that the shielding
cost be established as early as possible during the project devel opnment to
ensure that adequate funding has been established to cover project cost and
avoid delays in the facilities procurenment process.

3.1.1 Construction Requirenents. There are a nunber of requirenments which
dictate the construction of EM shiel ded enclosures. These include: safety
for personnel, ordnance and fuel (HERP, HERO AND HERF); protection of
sensitive conmmunication-electronic (C-E) equi pment from ambi ent

el ectromagneti ¢ EM energy or the intense EM energy generated by the detonation
of a nuclear device (EMP); preventing classified information (conproni sing
emanation) fromradiating or being conducted out of a controlled area

( TEMPEST) .

3.1.2 EMC Surveys and Studies. Any required el ectronagnetic conpatibility
(EMC) surveys and studi es should be conducted during the planning phase. The
EM shielding requirenents are established in the BESEP which is prepared by

t he SPAWARSYSCOM at the request of the sponsor. The results of the efforts
expended during the planning phase to conpletely and accurately define the EM
shi el di ng requirenments should not be underestimted. Defining the shielding
requi renents (attenuation versus frequency) for the project during the

pl anni ng phase will mnimze the possibility of costly changes during project
design and construction phase. Not including well defined shielding
requirenents during the Facility Study could be costly in terns of noney, tine
and shielding effectiveness; the project budget may be greatly exceeded, the
conpletion of the facility may be del ayed, the required shielding

ef fectiveness may not be reached, or nore often than not a conbi nation of al

of the above may occur

3.2 Types of Shielded Enclosures. There are a nunber of prograns,
directives and instructions fromvarious commands that require shielding to
elimnate or reduce the electronic energy in a critical area. The TEMPEST
programis of primary concern in this publication but the material presented
is appropriate for other EM encl osures.

3.2.1 TEMPEST. One of the nobst critical shielding prograns is the TEMPEST
program TEMPEST shielding may be required in facilities that house

communi cation-el ectronics (C-E) equi pment that process classified information.
Facilities which contain this type of equi pment nust conformto the policies
and regul ati ons contai ned i n OPNAVI NST C5510.93, and to the appropriate
Nat i onal Security Agency COMSEC Publications. The shielding effectiveness
(SE) requirenments include both attenuation and frequency for the TEMPEST
shield and shoul d be contained in the BESEP. |In the absence of defined
frequency and shielding effectiveness limts in the BESEP, the cost estinmate
and construction techniques for the shield should provide for the shielding

ef fectiveness defined in NSA 65-6, with the shielding effectiveness versus
frequency as shown in Figure 15 and power filter insertion |oss shown in
Figure 10.
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3.2.2 Hi gh Altitude El ectronmagnetic Pulse (HEMP). The detonation of one
nucl ear device at high altitude produces an extrenely intense el ectromagnetic
pul se (EMP) that can illunm nate surfaces of a | arge geographical area without
the other effects of nuclear detonation being present (blast, thermal shock
and nucl ear radiation). Unless HEMP protective neasures are provi ded, much of
the nations sophisticated el ectroni c conmuni cati ons systens nay be rendered
usel ess. The primary effect of HEMP is the production of |arge transient

vol tages and currents in conductors such as power and tel ephone |ines and

el ectroni c equi pment cabling. The criteria for facility HEMP protection is
covered in NAVFAC Desi gn Manual DM 12.02.

3.2.3 Hazards of El ectromagnetic Radi ati on to Personnel (HERP).

El ectromagnetic radiation, especially in the mcrowave frequency region, can
be extremely damagi ng when absorbed by the body. The el ectronmagnetic

radi ati on can al so i nduce voltage between netal structures and earth. These

i nduced vol tages nay cause shock or RF burns to personnel. These threats can
be considerably reduced by EM shiel ding, proper bonding, and groundi ng of
metallic structures. NAVELEX 0101, 106, El ectromagnetic Conpatibility and

El ectromagneti ¢ Radi ati on Hazards, contains technical information on Radiation
Hazard ( RADHAZ) .

3.2.4 Hazards of El ectromagnetic Radi ation to Ordnance (HERO).
El ectromagnetic radi ati on, under certain conditions, can detonate el ectro-
expl osive devices (EED) contained in ordnance material. The maxi mum al |l owabl e

el ectromagnetic field intensity for various classifications of ordnance is
defined in NAVSEA OP- 3565/ NAVAI R 16- 1-529, El ectromagneti c Radi ati on Hazards.

3.2.5 Hazards of El ectromagnetic Radi ation to Fuel (HERF). Electrica

arcs or sparks caused by el ectronmagnetic radiation induced voltages create a
potential hazard at |ocations where fuel vapors may be present. The ability
of an arc to ignite a vapor-air nmxture depends upon the susceptibility of the
fuels to ignition, the presence of a flammable fuel-air m xture, the energy
contained in and the Iength and duration of the arc. National Fire Protection
Associ ati on (NFPA) Standard No. 407, Aircraft Fuel Servicing, Standard for

and NAVELEX 0101, 106, El ectromagnetic Conpatibility and El ectromagnetic

Radi ati on Hazards, contains information on the potential hazards to fuels.

3.2.6 Shi el ding for Comrunication-Electronics (C-E) Facilities. Wen a
facility is to contain sensitive C-E equi prent and there are no regul ati ons
mandati ng EM control of the surrounding environment, it nmay be necessary to

i nclude shielding in the structure to protect the C-E equi pnent fromthe
external ambient EM. This type of facility EMC shiel ding may be necessary to
protect equi pnent such as conputers from mal function or damage. The |evel of
shi el ding effectiveness required and the frequency range of the required
shi el di ng nust be cal cul ated, based on the background EM anbi ent and equi prment
susceptibility surveys obtained fromthe EMC eval uation. These surveys are
provi ded by the SPAWARSYSCOM at the request of the sponsor

3.3 El ectromagnetic Conpatibility (EMC) Evaluation. An electromagnetic
conpatibility (EMC) eval uation should be conducted during the planni ng phase.
The EMC eval uation should identify environmental electromagnetic interference
fromall measurable or known sources in vicinity of the site location. This
part of the evaluation is the responsibility of SPAWARSYSCOM but is usually
performed at the request of the sponsor. An equipnent study should al so be
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conducted to deternine the radi ated and conducted em ssion | evels and the
radi ati on and conducted susceptibility levels of the equi pment proposed for
installation in the site. This portion of the evaluation is the

responsi bility of the sponsor and occasionally involves access to classified
i nformati on (frequency ranges, field strengths, pulse widths and rise tines).
This information is usually available only to the user. The results of these
i nvestigations shall be used to calculate the required radi ated shiel ding

ef fectiveness and the required conducted attenuation. All pertinent

i nformati on should be set forth in the BESEP

3.4 Base El ectronic System Engi neering Plan (BESEP). The basi c docunent
used by SPAWARSYSCOM for pl anning shore electronic facilities is the BESEP

It translates the operational requirenments into a detailed technical plan to
nmeet the general requirenments. In addition to general requirenments, equi pnment
and facility layout and type of construction, the BESEP nust clearly define
any special electrical requirenents, security requirenents, the EMC eval uation
and the el ectromagnetic (EM shielding required. The BESEP is prepared by
SPAWARSYSCOM and with the assistance of NAVFAC if requested. It is the
responsibility of the sponsor to request that SPAWARSYSCOM prepare the BESEP
and ensure that the EM shielding requirenents and cost are included in the
Facility Study (DD 1391).

3.5 Types of Construction for EM Shielding. The material and type of
construction should be deternined during the planning phase. Various highly
conductive materials are available as the shielding material; these include
copper, alum numor steel. The shielding effectiveness required to neet the
TEMPEST criteria can generally be constructed cost effectively with stee
sheets. The thickness of the material is usually not the nobst critical part

of the shield. Two |ayers of 26 gauge gal vani zed steel will generally provide
sufficient SE. The nost critical part of the EM shielding is its

di scontinuities, such as penetrations, nmethods used to join the sheets into a
conpl ete encl osure and the door closing and sealing nmeans provided. The two
pri mary methods of construction of shielded enclosures are denountable
(bolted) and wel ded. For small size enclosures the bolted types are usually

| ess expensive. Wen the enclosure is |arge enough to require nunerous
structural nmenber penetrations, the wel ded type, which provides superior |ong
term shi el ding effectiveness, nmay becone cost effective.

3.5.1 Denpunt abl e Encl osures. Dempuntabl e encl osures are constructed with
nodul ar panels and seam plates with standard 4 ft w de panels available in 8,
10, or 12 ft standard lengths from several manufacturers. The panels consi st
of 3/4-in. plywod or particle board | am nated between two zinc coated 24 or
26 gauge steel sheets. The panels are connected together with a fram ng and
joining systemthat provides both support for the self-standing encl osure and
cl anps the panels together with a fairly constant seam pressure that provides
a uniformelectrical continuity between the panels. The joining clanps are
usual |y fastened together with 1/4-20 screws on 3 or 4-in. centers, torqued to
about 80-in. pounds. The screws are typically provided with blind nuts so
that the screw does not result in a full penetration of the shielding which
could deteriorate with oxidation to result in an antenna extendi ng on both
sides of the shield.

The bolted type of the shielded construction provides good initia
shi el ding effectiveness when mati ng surfaces are clean and bright to result in
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| ow resistance in seamclosures and joints. Wth proper tensioning and
torquei ng of bolts and penetrations, this type of shielding construction is
usually able to provide the required 100 dB performance required by NSA 65-6,
Nati onal Security Agency Specification for RF Shiel ded Enclosures for
Communi cat i ons Equi pnent: General Specification.

However, in a bolted seamclosure, the netal to metal contact occurs
on high points (on a mcroscopic basis). Wth tine, these points can oxidize,
especially when the seans are not sealed to prevent exchange of air, and there
is a resultant degradation in shielding performance. The use of RF nesh
gasket materials under seam or penetration closures nornally results in faster
degradation than the seam cl osures, and their use should be prohibited in the
speci fications. Two types of bolted penetration panels which provide for
wel ded or brazed piping or conduit penetration treatnent are shown in Figures
3 and 4. This same type of bolted penetration panel should be used for the
single entry ground stud penetration, seen in Figure 14.

3.5.2 Wel ded Encl osures. This type of construction is usually enpl oyed

wi th TEMPEST shielding requirenments. For small vaults a 1/4-in. steel plate
satisfies Defense Intelligence Agency (DI AM 50-3, Physical Security Standards
for Sensitive Conpartnmented Information Facilities, and often is conbined with
a larger bolted enclosure. For enclosures |arger than about 1,000 ft2 the

wel ded encl osure | ooks nore cost effective, and can be free standing, isolated
on all six sides with dielectric underlaynent and structural hangers, or can
be integrated into the building beam and col um structures. Were the BESEP
dictates electrical isolation and single-point ground for TEMPEST requirenents
t he wel ded encl osure should of the free standing design with penetrating
colums enclosed in shielding as seen in Figure 8 and with a tubul ar stee
backing for all six sides of sheet steel (typically 14 gauge or thicker). The
tubul ar steel framework is typically laid out on a 4 by 4 ft grid, or 2 by 4
ft, corresponding to 4 by 8 ft sheets of steel, to control warping and
buckling of the welded steel sheets, and to provide structural rigidity for
wall and ceiling. Tubular frame nenbers are typically 3 by 3 or 4 by 4 in.
1/8-in. thick steel. The sheet steel seans should be continuously wel ded
using MG welding to prevent voids, gas pockets and inconplete fusion, and to
avoi d electrical discontinuities in the seans. All welds should be backed up
with steel, either with overlapping of the sheets, welding agai nst a tubul ar
frame nenber, or against a backing strip of equal thickness to the sheets, in
order to minimze possible electromagnetic | eaks. Exanples of seam
configurations, colum and beam junctures, floor-wall intersections, colum
tops and bases, are seen in Figures 7 through 9 and Figures 16 through 25 for
both wel ded and bolted construction. Exanples of several types of bolted and
wel ded seam and door closures are seen in Figure 1. Floor drain and wal
penetrations with a wavegui de insert attenuator disc are seen in Figures 3, 5
and 6.
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Section 4: DESI GN PHASE

4.1 I ntroduction. When NAVFAC aut horization is received by the

Engi neering Field Divison (EFD) for the design of a project requiring

El ectromagnetic Interference (EM) shielding, the Project Manager (PM and the
Engi neer -1 n-Charge/ Architect-1n-Charge (EIC AIC) shall review the Facility
Study and BESEP to ensure that the shielding requirenments are included. A
copy of the BESEP should be reviewed by the EFD s Design Branch with expertise
in EM shielding to assure that the EM shielding requirenents are free from
anbiguities including the area (or areas) to be shielded, the type of
shi el ding required (El ectromagnetic Conpatibility (EMC), TEMPEST, High

Al titude El ectromagnetic Pul se (HEMP), Hazards of Electromagnetic Radiation to
Per sonnel (HERP), Hazards of Electronmagnetic Radiation to Ordnance (HERO, or
Hazards of El ectromagnetic Radi ation to Fuel (HERF)), whether both radiated
and conducted isolation is required, the decibels of attenuation required, and
the frequency range over which the shielding nust cover. All conments or
qguestions on the BESEP should be sent the Naval Electronic Systens Engi neering
Center (NAVELEXCEN) that prepared the BESEP. Also, the PMor EIC/ Al C should
contact the Station to deternine if any nodifications to the BESEP are
required. The Synopsis and Scope of Work should reflect the need for EM
shi el di ng design expertise. The design team nust have an EM shi el di ng
specialist with in-depth know edge of design and construction of shiel ded

encl osures, and of shielding criteria including EMC and TEMPEST.

4.2 Predesign. Prior to negotiation of the design fee for the project
it is recoomended that a predesign conference be held to discuss the project
requi renents including the EM shielding system At the conference the
shi el ding requirenents shall be presented including all special TEMPEST
requi renents. The advantages and di sadvant ages of the various types of EM
shi el ded encl osures shall be investigated so that a shielding system
conpatible with the needs of the users is provided. The Station's

requi renents for longevity, relocatability, maintainability and the
possibility for a change in the basic shielding requirenents nust be

i nvestigated and det erm ned.

4.3 Architectural Design. Various architectural design considerations
require special attention in an EM shielded facility including EM shiel ded
doors, coatings, finishes and fasteners. EM shielded doors are recognized as
the "weak |ink" in the overall shielding system Shielded doors cone in
various configurations, single doors, double doors, standard or custom sizes,
but the nunber and size should be ninimzed. Neither the shielded enclosure
nor the doors should be exposed to the outside environnment, both are
vul nerabl e to adverse environnental conditions and the shielding effectiveness
rapidly deteriorates if exposed to the outside environment. |If the shielded
encl osure nmust open to the exterior, a weatherproof vestibule should be built
bet ween the enclosure and the exterior. Doors that are used continuously
shoul d be single doors. Double doors or |arger openings should be used only
for equi pnment access since the shielding effectiveness of double doors is
difficult to maintain when the doors are in continuous use.

4.3.1 Conpari son of Various Seals. To provide an EM/RFI seal around
encl osure doors requires a good and continuous electrical contact between the
door and the door janb. The seal can be made with RFI nesh gasket,
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fingerstrips usually of beryllium copper, or magnetic strips under a brass

shi mst ock cover. Mesh gaskets take a set, are not self-cleaning or resilient,
and oxidize or otherwi se corrode to degrade the electrical conductivity at
surface contact points. Therefore, nmesh gaskets are not recommended.
Fingerstrips are preferred over gasketing because fingerstrips are typically
sel f-cleaning fromthe conpression and wi ping cycle in opening and closing the
door or hatch. Sufficient conpression of the fingerstrips is required to
maintain a | ow resistance netal -to-nmetal contact fromthe door leaf to the
frame when the door is cycled closed. The knife edge type seal is also

avail abl e and uses beryllium copper fingerstrip in a door janb recess. The
kni fe edge type door seal is |less susceptible to damage than the

conpressi on/wi pe seal during normal operation but doesn't provide the
conpression that the conpression/w pe seal does. The magnetic type of seal is
| ess susceptible to damage during normal use than the seals using
fingerstrips, but the magnetic type has significantly | ower shielding

ef fecti veness.

4.3.2 Vesti bul e/ Threshol d Protection. An el ectromagnetically shiel ded
vestibule is often required for the main personnel entrance to a TEMPEST
encl osure, with either interlocked or alarmed sets of doors so that the
shi el ded effectiveness is not violated when entering or exiting the

encl osure. Enmergency exit or equi pment doors, wthout vestibules, can be
provi ded and are normally designed to be opened only fromthe inside of the
encl osure. The thresholds on standard RF doors are raised and can limt
access. |If the enclosure nust be handi cap accessible the threshold of the RF
door nust be specially designed. All accessories, such as cypher | ocks,
doors, vestibules, door interlocking systens, conbination |ocks, slide bars,
and energency hardware should be provided by the shielding manufacturers.

4.3.3 Si ze and Location of Power Filters. Wen |laying out the space
required for the enclosure, the architectural designer should carefully
consider the size and location of the electrical power and conmunication
filters. Power filters require adequate space, structural support and
ventilation for heat dissipation. Also, the filters should be nmounted on the
shi el ded encl osure walls or as close to the encl osure as possi ble and shoul d
be accessible after installation.

4.3.4 Shi el ding of Access Penetrations. The architectural designer nust

al so include raised access flooring and dropped ceiling into the enclosure, if
requi red, and ensure that there is adequate space above the ceiling and bel ow
the flooring to install electrical and nechanical equipnment. He is also
responsi bl e for the design and specification of all coatings, finishes and

mat eri al s which may contact or penetrate the EM shielding systemso as not to
degrade the shielding system It is recommended that the architectura

drawi ngs include an EM penetration schedule listing all electrical

mechani cal, civil, and structural penetrations of the shielding surface by
type and | ocation with reference to the applicable disciplines draw ngs for
the actual penetration detail. This penetration schedule will be very

val uable to the RO CC for testing purposes during the construction

4.4 Structural Design. Structural design considerations for EM
shi el ded encl osures include wel ding details, support of the shielding system
and el ectrical isolation of TEMPEST shi el ded encl osures fromthe building
fram ng nenbers and foundation. The structural designer shall detail any
speci al design features or welding requirenents necessary to prevent warpage
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of steel panels. Were a nodular, bolted enclosure is utilized, then bolt
spaci ngs and torque requirenents shall be included. Seisnmc restraint and
expansion joint design shall also be provided when required. Specia
precautions nmay be required to provide electrical isolation between a TEMPEST
EM shi el ded enclosure and all structural steel and the building foundation
and framing so that the single point grounding criteria will not be violated.
When the TEMPEST isol ated enclosure is required to have seismc restraint, the
anchoring nmeans between the shielding and the structure nmust maintain the

el ectrical isolation as shown in Figure 27. For specific guidance on TEMPEST
i sol ations, see Figures 4, 5, 7, 8, 13, 21, 22 and 23.

4.5 Mechani cal Design. EM shielded enclosures require ventilation or
air conditioning depending on the enclosure heat |oad. To maintain the

requi red shielding, the mechani cal design nust provide wavegui de bel ow cut of f
vents in all supply, return, and exhaust HVAC ducting which penetrates the
shield. The vents are generally a honeyconb type arrangement of the proper
geonetry and material to provide the sane SE as the basic shielding nateria

wi t hout adversely affecting the air flowrate. The static pressure drop
created by these vents, nust be included in the HVAC cal cul ati ons and the duct
air velocity must be kept | ow enough to mininize the acoustical |level. The
air velocity should be kept below 1000 fpm The vent's framework nust be
attached to the shielded enclosure using a nethod that provides a good and
conti nuous el ectrical connection. The recommended nmethod to attach the vent to
the shield is to continuously weld the vent framework to the shield using MG
wel di ng net hod.

4.5.1 M ni m zi ng and Shi el di ng Mechani cal Penetration. The nunber of
mechani cal penetrations, such as piping, vents and drain penetration, should
be minimzed. The l|arger pipes, vents or drains may require wavegui des bel ow
cutoff inserts to maintain the required shielding effectiveness. Al
penetrations should be continuously welded to the enclosure at the point of
penetration. To facilitate welding pipes, vents, drains or air filters to the
enclosure it may be necessary to weld a sheet of |arger gauge netal to the
shi el di ng panels at the point of penetration. To mnimze areas of potentia
RF | eakage, penetrations to the shield should be localized to one area, as
much as possible. Al required penetrations nmust be clearly identified and
detail ed on the plans.

4.5.1.1 Di mensi ons and Materials for Shielding Mechanical Penetrations.
TEMPEST shielding requires electrical isolations of all pipes, vents, drains
and ducts within two 2 in. of the shield on the outside of the enclosure. The
el ectrical isolation can be provided by inserting a section of nonconductive
material with a mnimumlength of 6 in. in each pipe, vent, drain or duct that
enters or exits the enclosure.

4.6 Fire Protection Design. Fire protection design considerations in
EM shi el ded encl osures include electrical filters for all conductors, specia
penetration details for all pipe penetrations for the fire protection system
and adequate energency exits. All conductors that penetrate the shiel ded
encl osure nmust be filtered. Pipe penetration required for the fire sprinkler
system shoul d be design simlar to the penetrations required for the
mechani cal system Larger than 1/2-in. dianmeter piping may require wavegui de
attenuation filter inserts to provide 100 dB attenuation at 10 GHz. The
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nunber of required penetrations, electrical and nmechanical, should be
mnimzed (refer to para. 4.5.1.1).

4.7 El ectrical Design Considerations. Inportant electrical design
consi derations should include the electromgnetic continuity of the EM

shiel ding system filtering of conductors, and grounding of the electronic
equi pnent and EM shield. A shielding specialist famliar with electrica
conductivity and perneability nust provide guidance for the overall shielding
desi gn by establishing required nethods of penetration connections, seam
connections, door connections, and surface preparations to elimnate al

di scontinuities of conductivity and perneability throughout the system

4.7.1 Design Allocations for Filters. The electrical designer is
responsi ble for providing filters on all power, signal, and communi cation
cabl es which penetrate the shielded enclosure. All filters should be |ocated
close to the shielded enclosure. The ideal location for the filter units is
on the surface of the shielded encl osure which should be shown on the plans.
The nunber of power filter units should be nminimzed but multiple filter units
may be required if the anperage requirenment is large. Sufficient space should
be allowed for the filter units and they should be accessible for nmaintenance
and testing after construction. The |location of the power filters should al so
be shown on the one line diagram to ensure that the filters are properly
connected in the electrical system The electrical characteristics of the
filters nust be clearly identified including the voltage rating, anperage
rating and nunber of filters per filter unit. Each power filter unit should
provide a filter for each conductor including the neutral in a conmon
enclosure. The required insertion loss of the filters nust be specified and
nmust equal or be greater than the shielding effectiveness required for the EM
shi el ded encl osure. Care should be taken during design to avoid potential EM
sources within the controlled environnent, such as dc power sources or
lighting fixtures.

The design nmust clearly define the grounding systens required in the
shi el ded encl osure. Details should be included on the design showi ng the
single point ground system if it required and for separate signal reference
ground subsystem if it is required, in addition to the fault/personne
protection ground systemrequired by the National Electric Code. The
el ectrical designer is referred to M L-HDBK-419, G oundi ng, Bonding and
Shi el ding El ectroni c Equi pnents and Facilities, for special grounding and
bondi ng requirenents for EMC encl osures.

All netallic electrical conduits which penetrate a TEMPEST shield
nmust be isolated within 2 in. of the exterior of the shield by a nonnetallic
conduit section at least 6 in. long to prevent conduction of information from
t he shi el ded encl osure.

4.8 Speci fication Design Considerations. The contract specifications
for an RFlI shielded facility also require special consideration. NAVFAC Cuide
Speci fications (NFGS)-13765, Radi o Frequency Shiel ded Encl osures, Denountable
Type, NFGS-13766, Radi o Frequency Shiel ded Encl osures, Wl ded Type, and

NFGS- 16650, Radi o Frequency Interference Power Line Filters, are avail abl e but
require careful editing to delineate the specific project requirenments. Both
the shielding specification and the filter specification nmust indicate the
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required |l evel s of shielding effectiveness (attenuation over the required
frequency range of performance).

It is reconmended that a test nmodul e be specified on projects with
| arge conpl ex shielded enclosures. The test nodule should be an 8 ft x 8 ft x
8 ft (224 mx 2.4 mx 2.4 nm representation of the contractor's shiel ding
t echni ques which nust be constructed, tested, and approved prior to any
fabrication or construction of the shield itself. The test nodul e shal
include all typical seans and joints and all typical penetrations which wll
be installed in the facility.

Al |l TEMPEST i sol ation requirenents nmust be clearly specified and the
isolation materials identified. The shielding specification and all other
sections of the specification must be thoroughly edited to assure that
honogeneous netal -to-netal surfaces (el ectrochem cally conpatible) exist
t hroughout the shielding system Any novel design features such as a new type
of door or hatch should also be tested in the test nodul e.

4.9 Testing. The testing requirenments of the EM filtering system nust
be thoroughly analyzed and defined in the specifications, including test
frequenci es, test procedures, operation tenperature ranges, current |oads, and
test points. Wien filtering is required on power, signal, control and al arm
conductors, the filters nust be constructed and tested to the requirenments of
M L-F-15733E, Filter, Radio Interference, General Specification for, including
the tenperature rise, voltage drop, harnonic distortion, current |oading, RF
radi ati on, and insertion |loss tests described in NFGS-16650. The insertion

| oss nust be tested in conformance with M L-STD-220A, Method of I|nsertion-Loss
Measurement, nodified to include extended buffer networks to 14 kHz, and to
include filter current | oads in excess of 100 anps. The limts of acceptable
performance and type of testing nust be clearly stated in the specification to
avoid problems with rejection of products which do not neet the m ni num
performance when tested. Simlarly, the testing requirenments of the EM
shi el di ng system nust be thoroughly anal yzed and defined in the

speci fications.

4.9.1 Shi el ding Effectiveness Leak Detection System (SELDS). One test
that should be used on both the Test Mdule and EM Shielding Systemis the
Shi el ding Effectiveness Leak Detection System (SELDS). The SELDS testing
procedure is useful as a neans of confidence testing of seans and penetrations
during the construction process. An approximtely 100 kHz source is used to
drive a |loop configured and placed to excite the portion of the shielding of
concern fromone side in such a way as to minimze the | eakage around the
shi el ding section. Then a hand held receiver, with a 140 dB dynam ¢ range and
a small ferrite |loop probe are used to explore the seanms and penetrations of
the section of shielding under test for indications of signal penetrations
fromthe opposite side of the shielding fromthe source | oop. Wen

i ndi cati ons of | eakage are | ocated, a representative ML-STD 285 type magnetic
field shielding effectiveness nmeasurenent can be made using a 12 in. (305 mm
di anet er shi el ded | oop source and the ferrite probe |oop spaced at a distance
of 24 in. (609 mmM for a reference reading. There is a step attenuator

avail abl e on the SELDS receiver providing 100 dB in 10 dB steps. After the
reference reading is nmade, the source and receiver |oops are positioned 12 in.
fromthe shielding surface, and opposite each other with the sanme | oop
orientation as used in the reference reading, and the step attenuator is
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adjusted to repeat the original reference reading on the receiver neter. This
type of representative SE reading can only be obtained on partial shielding
construction when the | eakage around the shielding is |less than the | eakage
through a discontinuity. The SELDS equi pnent, sonetinmes called the "sniffer,"
is not a calibrated instrunent and cannot be utilized to nake fina

performance SE neasurenments to be substituted for magnetic field neasurenents
required by the performance specifications, ML-STD 285 or NSA 65-6. It is
beneficial to install test |oops under the shielding floor during
construction, so that floor |eaks can be imediately identified and corrected
before surface finishes limt accessibility for repair. These |oops when |eft
in place may be utilized at later tines to determ ne degradation of the

shiel ding system For small to medium size enclosures the SELDS source can be
used to drive the entire enclosure by attaching source | eads to opposite sides
or corners of the shielding. For very large enclosures, driving the entire
encl osure spreads the signal out so that the sensitivity for determ ning |eaks
on the shielding surface is reduced. It is usually desirable to drive
sections of the shield with large | oops fromthe size of the snallest pane
(typically 4 by 8 ft) (1.2 mx 2.4 m to approximately 8 by 24 ft (2.44 mx
7.32 m. The source | oop provides the greatest sensitivity directly behind
the | oop conductor which is normally arranged to coincide with a shielding
seam

4.9.2 Testing After Shielding Conpletion. The other EM shielding test is
M L- STD- 285 or NSA 65-6 final performance testing which requires conpletion of
the shielding systemprior to testing. M L-STD 285 was published in 1956
before the range of performance requirenments extended to a high of 10 to 30
GHz and before the | ow frequency end extended to as low as 30 Hz. The

requi red frequency range of performance and the required | evels of SE nust be
clearly identified in the specification. It is useful to provide a SE curve,
and to specify the frequencies that testing is to be performed. TEMPEST
shielding requirenents are clearly identified on the graph in NSA 65-6 (Figure
15 of this manual). Shielding performance (SE) requirenents for other than
TEMPEST shi el ding should also be simlarly identified in the specification
Merely stating that ML-STD-285 testing is required will result in a | ower
frequency neasurenent of magnetic field SE between 150 to 200 kHz with a limt
of 70 dB SE, and a pl ane wave upper frequency neasurenent at 400 MHz with a
limt of 100 dB of SE. Test point locations required nmust also be clearly
identified in the specification. MVL-STD-285 is still useful in defining the
test arrangenent for antennas, including distances from source and receivVving
antennas fromthe shielding, and fromeach other during the reference reading
along with the polarization of the antennas, including required probing with
the receiving antenna during the perfornmance neasurenents. Specifying NSA
65-6 performance testing will result in test frequencies of 1 kHz, 10 kHz, 100
kHz and 1 MHz magnetic field and electric field, 10 MHz electric field only,
and 100 MHz, 400 MHz, 1 GHz and 10 GHz pl ane wave fields and with | eakage
probing no closer than 2 in. (51 mm fromthe shielding around door

peri pheries, accessible joints, filter and air duct penetrations. It also
requi res neasurenents at four wall |ocations, and placenent of the source
antennas on the inside of the enclosure. The theoretical shielding

ef fectiveness of a particular shielding systemshould be identical whether the
source antennas are |located on the inside or the outside. It is possible to
excite the entire enclosure at plane wave frequencies with the source antenna
on the inside, and then to probe the exterior for |eakage that is not as
greatly affected by standing waves as it would be with the receiving antenna
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pl aced inside the enclosure. For TEMPEST shiel ding effectiveness testing, NSA
65-6 should be specified with additional test frequencies determ ned to be of
concern to the shielding occupants. Continuous sweepi ng of seans at one or
nore plane wave frequenci es should al so be specified, in addition to testing
around all door panels, filters, air duct penetrations and all other
penetrations of the shielding at all test frequencies.

4.9.3 Testing Before Finish is Installed. 1t is inperative that fina
performance M L-STD-285 or NSA 65-6 testing take place before finish naterials
are constructed which nmake the shielding inaccessible for testing and repair
Al'l penetrations nust be conplete and installed, all filters and wavegui des
installed, and all doors hung and bal anced with sealing fingerstrips in place
before final performance testing is acconplished. Testing should be perforned
by a governnent approved contractor provided i ndependent testing agency (not a
subsi diary of the shielding subcontractor) and must be nonitored during
testing by an expert governnent w tness experienced in EM testing

procedures. Case |eakage neasurenents on the calibrated receivers nmust be
made during the reference | evel testing by disconnecting antenna cables to
assure that the reference levels are a result of antenna induced signals

only. Preferably, the receiver should be shielded fromthe source during
reference nmeasurenents, or so located to mnimze coupling fromthe source
antennas. The receiving antennas nmust al so be rotated and nmoved to find the
wor st case readi ngs while probing test |ocations. Test points nust be
properly coordi nated between source and receiving antennas to assure that both
are located for neasurenent at the same test point. Sources often drift in
frequency, and receivers are easily detuned while transporting and positioning
them for measurenent, requiring careful retuning before test readings are
taken and recorded. \Where specification |int readings are not obtained,
necessary nodifications, repairs and retesting nust be acconplished as often
as required to provide the specified SE. Then when finish materials are in

pl ace (floor topping slabs, gypsunmboard wall finishes, roof insulation and
coverings, etc.) it is recormmended that limted testing be repeated. One

pl ane wave frequency sweep, backed up by magnetic field probing of any new

| eakage areas discovered, with repair and retest as necessary to bring the
encl osure back into proper SE performance, is recomended.

4.10 Cost Consi derations. The design cost estimate nust include a
detail ed breakdown of all specific shielding costs including SELDS and M L-
STD- 285/ NSA 65-6 testing. Specific projects nmay also require a cost analysis
of alternative shielding systens (denpuntabl e nodul ar construction versus

wel ded steel construction for exanple) to determine the npst suitable nmethod
of providing the facility shielding effectiveness requirenents.

4.11 Design Review. It is inportant that the planning and design
docunents are reviewed to make sure that the shielded enclosure satisfies the
users requirenent and that adequate fundi ng has been budgeted. The review
submttal may include facility study, concept studies, basis of design or

desi gn drawi ngs and specifications (i.e. 35% 100% or final design). Each of
the submittals should provide basic information on the shielded encl osure

i ncludi ng reason for the shielding, required shielding effectiveness, type of
construction such as wel ded steel or nodul ar (denountable) bolt together, cost
of construction and area to be shielded. The designer is responsible for the
quality, technical accuracy and the coordination of EM shiel ded encl osure
design including drawi ng and specification. The designer shall check and
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coordinate all the elenents of EM shiel ded encl osure design prior to

submi ssion for review. Wen the shielding is included to neet a TEMPEST

requi renents, copies of all submittals nust be sent to the Conmanding O ficer,
Naval El ectronic System Security Engi neering Center, Code 220, 3801 Nebraska
Ave, N.W, Washington, D.C, 20393-5270 for validation of the requirenent.

4.11.1 Revi ew of Drawi ngs. The adequacy of the draw ngs and specifications
shoul d be reviewed to avoid errors, onissions and anmbiguities. Sonme of the
items that should be considered are as foll ows:

a) Conpare the dinensions on the shielding design between the
architectural, structural, mechanical and el ectrical draw ngs.

b) Verify the that the shielded enclosure is adequately detail ed on
both the architectural and the structural draw ng including area to be
shi el ded, type of construction, seam construction, |ocation of doors, doors
are designed to all ow adequate access and egress for both personnel and
equi pnent, vestibule, raised floors, dropped ceiling, penetration schedule and
electrical isolation if it is required.

c) Verify that the structural supports, expansion joints and
structural nmenbers that penetrate the enclosure are adequately detailed on the
structural draw ngs.

d) Verify that the wavegui de bel ow cutoff air vents are properly
shown and | ocated on the nmechani cal drawi ngs and that details are provided for
all penetrations, including pipes and ducts.

e) Verify that adequate space has been provided for the HVAC
system EM power filters and communication filters and that the system are
accessi bl e after constructed.

f) Verify that the power filters are shown on the electrica
drawi ngs floor plan and the one |ine diagram and that adequate space and
ventilation for the electrical power filters.

g) Verify that the required grounding systemis clearly shown
i ncl udi ng proper isolation, personnel/fault protection ground and signa
reference ground and that the grounding systemis detail ed.

h) Verify that the proper specification sections are included and
gui de specifications are edited to avoid conflicts between specifications and
pl ans.

i) Verify that the required shielding effectiveness for both the
filters and the enclosure are in the specifications.

j) Verify that the required testing including the test frequencies
are included in the specifications.
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Section 5: CONSTRUCTI ON PHASE

5.1 I ntroduction. As the use of sensitive conmmunication/electronic
equi pnent has increased the need for el ectromagnetic conpatibility or radio
frequency interference (EMC/ RFI), the shielding of enclosures by Naval shore
facilities has grown. There are two nmjor reasons for installing a shielded
enclosure in a shore facility:

a) to exclude external electromagnetic energy fromentering a
sensitive area such as a | aboratory where very sensitive el ectronic equi pnment
is used to neasure small signals, and

b) to prevent electromagnetic signals generated in an area from
escapi ng, such as an area where classified information is being processed.

There are a variety of construction techniques and materials used in the
construction of shielded enclosures, including screen roons, foil roons,

bol t -t oget her (denountable) roonms and wel ded steel rooms. This handbook deal s
primarily with denountable and wel ded steel shielded encl osures. Regardless
of the type of construction, the quality of the material and the workmanship
of the shielding contractor are critical considerations in the construction of
shi el ded encl osures. Frequent inspection by a qualified governnent
representative is vital to assure that the overall shielding systemis
installed in accordance with the plans, specifications and the approved

submi ttals.

5.1.1 Shield Effectiveness Testing. Testing of the shielded encl osure
both during construction and after the shielded enclosure is assenbled is a
must. Often, leaks in a shielded enclosure cannot be detected by visua

i nspection. Therefore, testing is required using specialized electronic
equi pnent operated by qualified personnel. These tests nmust be acconplished
before any finishes are applied. Once the finishes are on the walls and
ceiling it is more difficult to determine the path of the | eakage, and it is
both costly and tinme consuming to renove finishes to repair leaks in the
encl osure.

5.2 Submittals. Prior to allowing the contractor to begin working on
the shi el ded enclosure, all of the submittals nmust be reviewed and approved by
a qualified person. The subnmittals usually include shop draw ngs, catal og
data, instruction handbooks, certificates of conformance or conpliance, a
testing plan, certified test reports, sanples and constructi on schedul es.

5.2.1 EM Test Mvdule. |In the case of |arge shielded enclosures the
project may include a sanple test nodule, a small version of the enclosure
approximately 8 ft cube. The contractor shall also subnit an EM Test Modul e
Fabrication and Testing Plan to the Resident Oficer in Charge of Construction

(RO CC) for comrent and approval. The test nodul e nust include the sane
mat eri al s and techniques to be used in construction of the project enclosure
and nust include sanples of all typical floor, wall, and roof seans and al

nontypi cal seans at corners and floor/wall and roof/wall junctions. The
nmodul e nust al so include a typical EM door, power filter, HVAC wavegui de
floor & roof drain (if there will be any in the facility), and a sanple of al
ot her penetrations which will be made in the facility. All nmethods of
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mounting the shielding to fixed objects nust be also tried and tested in the
nodul e such as soldering or welding to netal studs, netal roof decking, or
structural nmenbers. The contractor nust submit a plan for the fabrication and
testing of the nodule, Test Fabrication and Testing Plan, for the nodule to
the RO CC for conment and approval. The Test Mdul e Fabrication and Testing
Pl an nust also detail the types of tests that will be performed on the nodul e,
whi ch shoul d be the sanme as on the project enclosure, including SELDS and NSA
65-6/ M L-STD-285 test to be performed including test dates so that an expert
government witness may be present for the tests. The results of all nodule
testing nust be included in a final test nodule report. The subnittals

i ncludi ng catal og cuts, shop drawi ngs, and material sanples should not be
approved until the final report on testing of the nodule is reviewed and
accepted by the governnent. Construction on the enclosure should not begin
until the contractor has proven that all construction nmethods used in the test
nodul e neet the specified requirenents.

5.2.2 Supervi sion of Construction. The work should be perforned under the
full-time direct supervision of personnel who are experienced in the

i nstallation of shielded enclosures, and have supervised the installation of
not fewer than two such encl osures which have operated satisfactorily. The
construction contractor's progress and equi pnment delivery schedul es nust be
recei ved and reviewed for inclusion of all shielding construction requirenents
and mlestones, including testing. Dates and durations of time nust be

i ndi cated and adhered to so that an governnent representative may be schedul ed
to be present during the ML-STD 220A testing (generally at the filter

manuf acturers shop), SELDS testing, and M L-STD 285/ NSA 65-6 testing. The
results of the testing nmust be subnmitted to the ROCC on a daily basis and al
results incorporated into a Shielding Test Final Report.

5.3 Installation Workmanshi p. The shi el ded encl osure, including
shi el di ng accessories and penetrations, should be furnished and installed by
an experienced firmregularly engaged in the design, manufacture, and
installation of electronmagnetic shielded enclosures. The RO CC shal

di sapprove any contractor who does not denpbnstrate satisfactory evidence of
such qualification.

5.3.1 Panels. On an all wel ded encl osure, all welding should be done by a
wel der certified to perform MG welding. Al seam welds should be visually

i nspected. All seam nust be tested with a SELDS detector and any reading in
excess of 15db (or as specified in the specs) shall be renpved and repl aced.
Wel ds shoul d be free of slag inclusions, gas pockets, holes and i nconplete
fusion. All poor welds shall be corrected by grinding away such weld and

repl acenent with new wel ds.

5.3.1.1 Weat her Protection During Construction. The enclosure nust be
protected fromthe environnment during construction and if the wel ding process
takes place in the open the shielded enclosure shall be protected fromthe
environnent fromthe wind, rain and the sun. Exposing the enclosure to the sun
during construction will cause the enclosure to expand and contract and this
coul d cause the seans to split

5.3.1.2 Requi renents for Clean and Tight Seans. |f the shielded enclosure

is the denpuntable (bolt-together) type, then seanms will be a mechanica
cl anpi ng system To obtain the required shielding effectiveness the cl anps
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nmust provide a continuous, uniform and constant pressure against the shield-
ing elenents of the panels. Screws are used in the mechanical clanping sys-
temto control the pressure. The screws nust be torqued to the proper torque
speci fied by the shielding manufacturer. The shield panels surfaces that mate
must be free of dirt, oil, corrosion products and other contam nates. The
edges of the panels and the channel hardware nust be free from dings, dents
and all kinds of deformations. The seans are also a critical area and require
careful inspection.

5.3.1.3 Foundations and Ceilings. Both systens nust be constructed on the
proper foundations. The floor on which the enclosure is being installed nust
be adequate to support the weight of the enclosure and nust be nust be |eveled
to the tol erances required by the enclosure manufacturer. The ceiling should
al so be free from excessi ve sag.

5.3.2 Penetrations. Penetrations should be nade only in the areas where
approved and should be kept in as small of area possible. On the welded stee
encl osures all penetrations including pipes, conduits and other nmetal itens
shall be seal ed by continuously wel ding around the periphery of the item at
the point of penetration. A collar welded to the penetrating item my be used
to provide a better neans of welding to shielding. On the denountable

encl osure the plans may allow the penetration to be sealed by a cl anping
system Penetrations of the shielding by screws, nails, bolts and other itens
shal | be prohibited.

5.3.3 Doors. One of the nost critical and vul nerable parts of shiel ded
enclosure is the door. On all welded steel enclosures the door franes should
be continuously welded to the shielded enclosure. On all shielded encl osures
the doors | atching and hi ngi ng nechani sm shoul d operate snmoothly and in the

| at ched position provide uniform pressure on the fingerstock

5.3.3.1 Doorframe Contact Surfaces. The doorframe should be installed
square to allow the contact finger to apply uniform pressure between the door
and doorjanmb and to prevent danage to contact fingers. The contact fingers
are critical to the shielding effectiveness, damaged, dirty or oily contact
fingers and and contact fingers that do not provide uniform contact around the
door can cause a significant decrease in shielding effectiveness. Contact
fingers should be easily replaceabl e and shoul d be cl eaned and checked
periodically for danage and cl eanliness. Also, painting the fingerstrips
could drastically reduce the shielding effectiveness.

5.3.4 Wavegui de- Type Air Vents. The wavegui de-type beyond cutoff air
vents are required to allow HVAC supply air to enter the enclosure and return
air to exit the enclosure. The air vent nust have a shielding effectiveness
that is equal to or better than the shielding effectiveness of the overal
enclosure. To maintain the required shielding effectiveness the frane of the
air vent nust make good and continuous contact with the shield. The
recommended nmethod for attaching the vent to the shield is to continuously
weld the vent frane to the shield using MG wel di ng nethod. The size of the
air vents and ducts nust be chosen to provide an adequate volunme of air
mnimze the static pressure drop across the air vent, mninize the acoustica
noi se |l evel, and keep the air velocity bel ow 1000 fpm
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5.3.5 RFI filters. RFlI Filters are required for all conductors that
penetrate the shielded enclosure, this includes electrical power, telephone,
fire alarm intrusion detection systens, and all control wiring. The required
insertion |loss of the filters should be equal to or greater than the shielding
ef fectiveness required for the EM shiel ded enclosure. Al filters should be

| ocated close to the shielded enclosure, the ideal location for the filter
units is on the surface of the shielded enclosure. Electrical power filters
over 100 A can be |l arge, heavy, and can generate a significant quantity of
heat. Sufficient space should be allowed for the filter units and they should
be accessi ble for maintenance and testing after construction. Sufficient
support and adequate ventilation nust also be provided.

5.3.6 Groundi ng. The grounding systemis an inportant subsystemto the
shield enclosure. Therefore, the groundi ng system should be carefully
installed in accordance with specifications and the details on the plans.

5.4 Testing. The contractor should subnmit a test plan and
qualifications of an i ndependent testing |aboratory to the RO CC for review
and approval prior to beginning work of the shielded enclosure. The plan nust
address specific dates and durations that testing will be conducted during the
overall construction period so that the expert governnent wi tness may be
schedul ed to observe the testing, and so that repairs may be nmade to the
shield, and retests conducted, before the building finish mterials are
installed. The test plan nust include the test |aboratory's qualifications,
equi pnent listings (including calibration dates and antenna factors),

equi pnent setup sketches, test frequencies, test |ocations, and proposed test
report format. The testing |aboratory nmust have recent experience in SELDS
and M L- STD- 285/ NSA 65-6 shi el ded enclosure testing. Finally the test plan
nmust indicate the proposed dates and duration of the | owest and hi ghest
frequency tests following installation of the building finish materials so
that an expert government wi tness nmay be avail able for these final acceptance
tests (if required by the contract specifications). The final test nust be
performed prior to the finishes being placed on the interior of the enclosure
but after the installation of all services, power/tel ephone/signal |ines, RF
filters, and wavegui de vents. Ensure that the test plan includes all the
frequencies that are required in the specification. The test frequencies that
are required by ML-STD 285 are nuch narrower than the frequency range

requi red by many of the shielded enclosures that are being constructed.

5.4.1 Leak Detection Systens. Shielded enclosure | eak detection system
(SELDS) is be used to |ocate defects in the seans of the enclosure during
construction. The system uses an oscillator and a handhel d magnetic field
detector called a "sniffer," wth a probe to get into the interior corners
and other difficult spots. The SELDS does not provide a value of shielding
ef fectiveness but provides a relative conparison of the seamw th other
portions of the shielding. The test device detects the magnetic fields
associated with discontinuities in the shield, such as poor electrica
continuity in seanms, and does not neasure the shielding effectiveness of the
shield. SELDS testing can be conducted at various stages of construction and
it isn't necessary to wait until the construction is conplete. Therefore, the
contractor should be using the "sniffer" to test the seans during
construction. Discontinuities should be marked during SELDS testing, and
repaired by the contractor.
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LI ST OF ACRONYMS

AIC - Air Conditioning

A-E - Architect-Engineering

BESEP - Base El ectronic System Engi neering Pl an

C+3, - Command, Control and Conmuni cation

C-E - Communi cati on-El ectronic

CERL - Construction Engi neering Research Laboratory (U.S. Arny Corps of
Engi neers

CMC - Commandant of the Marine Corps

CNET - Chief of Naval Education and Training

CNO - Chief of Naval Operations

COWNAVAI RSYSCOM - Commander, Naval Air Systens Conmmand

COWAVFACENGCOM - Commaender, Naval Facilities Engineering Command

COWNAVSEASYSCOM - Commender, Naval Sea System Comand

COVMSPAVWARSYSCOM - Commender, Space and Naval Warefare Systens Command

COMSEC - Conmruni cation Security

dB - Deci bel

DCA - Defense Communi cation Agency

DCS - Defense Comuni cation System

EED - El ectro-Expl osive Devi ces

EFD - Engineering Field Division

ElI C - Engi neer in Charge

EM - El ectromagnetic

EMC - El ectronagnetic Conpatibility

EM - Electromagnetic Interference

EMP - El ectromagnetic Pul se

EMSEC - Em ssion Security

GHzZ - G gahertz

HEMP - High Altitude El ectromagnetic Pul se

HERF - Hazards of El ectromagnetic Radiation to Fuel

HERO - Hazards of El ectromagnetic Radiation to Ordnance

HERP - Hazards of El ectromagnetic Radiation to Personnel

HI D - H gh intensity Discharge

HVAC - Heating, Ventilation and Air Conditioning HZ - Hertz

kHZ - Kil ohertz

MLCON - MIlitary Construction

MHZ - Megahertz

NAVFAC - Naval Facilities Engi neering Comrand

NAVSEA - Naval Sea Systenms Conmand

NEC - National Electrical Code (NEC)

NEMA - National Electrical Manufacturers Associations

NFGS - Naval Facilities Engi neering Conmand Gui de Specification

NSA - National Security Agency

NSSC - Naval Sea System Command

PM - Project Manager

RADHAZ - Radi ati on Hazard

RF - Radi o Frequency

RFI - Radi o Frequency Interference
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RO CC - Resident O ficer In Charge of Construction

SE - Shielding Effectiveness

SELDS - Shielding Effectiveness Leak Detection System
SPAWARSYSCOM - Space and Naval Warfare Systens Command
SYSCOM PM - Systens Comrand or Program Manager
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GLOSSARY OF TERMS

ABSORBER. A material which causes the irreversible conversion of the
energy of an electromgnetic wave into another form of energy, usually heat as
aresult of its interactions with matter

ABSORPTI ON LOSS. The attenuation of an el ectromagnetic wave as it passes
through a shield. This loss is primarily due to induced current and the
associ ated | .2-R | oss.

AMBI ENT LEVEL. Those |levels of radiated and conducted energy existing at a
specified location and time when test sanple is de-energized. Atnospheric

noi se signals, both desired and undesired, from other sources and the interna
noi se |l evel of the neasuring instrunments all contribute to the "anbient

l evel ".

ANTENNA. A device enployed as a neans for radiating or receiving
el ectronagneti c energy.

APERTURE. An opening in a shield through which el ectromagneti c energy passes.

ATTENUATI ON. A general termused to denote a decrease in magnitude of power
or fields strength in transm ssion fromone point to another caused by such
factors as absorption, reflection, scattering and dispersion. |t nay be
expressed as a ratio, or by extension of the term decibels.

BLACK DESI GNATI ON. A designation applied to el ectronics conponents,

equi pnent, and systens which handle only unclassified signals, and to areas in
whi ch no classified signals occur.

BOND. The electrical connection between two netallic surfaces established to
provide a | ow resistance path between them

BOND, DI RECT. The electrical connection utilizing continuous netal-to- neta
contact between the nenbers being joi ned.

BOND, | NDI RECT. An electrical connection enploying an internediate el ectrica
conduct or between the bonded menbers.

BONDI NG. The process of establishing the required degree of electrica
continuity between the conductive surfaces to be joined.

CIRCULAR ML. A wunit of area equal to the area of a circle whose dianeter is
one ml (1 ml =0.001 in.). To convert a circular ml to a square m |,
multiply by 0.7854 (1 square m| = 10.-6- square in.). The area of a

circle in circular mls is equal to the square of its diameter in nils

COUNTERPOI SE. A system of wires or other conductors usually el evated above
and insulated fromthe ground, fornmng the |ower system of conductors of an
antenna. For EMP and power systens this is often an array of buried
conductors.

COVPROM SI NG EMANATI ON.  Unintentional data-related or intelligence-bearing
signals which, if intercepted and anal yzed, may di sclose the classified
information transnitted, received, handl ed or otherw se processed by any

i nformati on-processi ng equi prment.
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CONDUCTED EM SSI ON.  El ectronmagneti c emni ssions propagated al ong a power or
si gnal conductor, acting as a transnmission line with conduit, shield, cable
tray, or earth as the return conductor

CONDUCTED | NTERFERENCE. Undesirabl e signals that enter or |eave an equi pment
al ong a conductive path.

CONDUCTED SUSCEPTIBILITY. Measure of the interference signal current or
vol tage required on power, control, and signal |leads to cause an undesirable
response or degradation of performance.

COUPLI NG. Energy transfer between circuits, equi pment, or systens.
COUPLI NG, CONDUCTED. Energy transfer through a conductor/transmni ssion |ine.

COUPLI NG, FREE- SPACE. Energy transfer via electromagnetic fields not through
a conductor.

CUTOFF FREQUENCY. The frequency bel ow which el ectromagnetic energy will not
propagate in a wavegui de w thout significant attenuation, or the 3 dB
attenuation or insertion loss point in electrical filter responses.

DEGRADATI ON. A decrease in the quality of a desired signal (i.e., decrease in
the signal-to-noise ratio or increase in distortion), or an undesirable change
in the operational performance of equi pnment as the result of interference.

DOWN CONDUCTOR, LIGHTNING  The conductor connecting the air termnal or
overhead ground wire to the earth el ectrode subsystem

EARTH ELECTRODE SUBSYSTEM A network of electrically interconnected rods,
pl ates, mats, or grids installed for the purpose of establishing a | ow
resi stance contact with earth.

ELECTRI C FIELD. A vector field about a charged body. Its strength at any
point is the force which would be exerted on a unit positive charge at that
point. (unit of measure)

ELECTROVAGNETI C COWPATI BI LI TY. The ability of comruni cati ons-el ectronics
equi pnent, subsystens, and systens, together with el ectronechani cal devices
(for exanple, vehicles, engine generators and electric tools), to operate in
their intended operational environments without suffering or causing
unaccept abl e degradati on because of unwanted el ectro-magnetic radiation or
response. Radio frequency interference reduction is an older termfor

el ectromagnetic conpatibility and is considered to be synonynous with the
newer term electromagnetic conpatibility, which is preferred.

ELECTROVAGNETI C | NTERFERENCE (EM ). Any conducted, radiated, or induced
vol t age whi ch degrades, obstructs, or repeatedly interrupts the desired
performance of el ectromagnetic equi pnent. (Sanme as radi o frequency
interference (RFIl)).

ELECTROVAGNETI C PULSE (EMP). A broadband hi gh power el ectromagnetic field

ef fect enconpassing the totality of a systemas an antenna and resulting from
a nucl ear burst.
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EM SSI ON. El ectromagnetic energy propagated froma source by radiation or
conducti on.

EQUI PMENT GROUND NETWORK. An electrically continuous network consisting of
i nt erconnected groundi ng plates and structural steel elenents.

EQUI PMENT RADI ATI ON TEMPEST ZONE (ERTZ). A zone established as a result of
deternm ned or known equi prent radiation characteristics. The zone includes
all space within which a successful hostile intercept of Conpronising
Emanati ons is considered possible.

EQUI POTENTI AL GROUND PLANE. A mass, or nmasses of conducting material which
when bonded together offers a negligible inpedance to current fl ow

FACI LI TY GROUND SYSTEM The electrically interconnected system of conductors
and conductive el enents that provides nmultiple current paths to the earth

el ectrode system The facility ground system i ncludes the equi pment ground
network and the equi pnent racks, cabinets, conduit, junction boxes, raceways,
duct work, pipes, and other normally noncurrent-carrying netal elenents.

FAR FI ELD. The region of the field of an antenna where the radiation field
predom nates and where the angular field distribution is essentially
i ndependent of the distance fromthe antenna.

FAULT. An unintentional short-circuit, (usually of a power circuit) between
energi zed conductors or between an energi zed conduct or and ground.

FAULT PROTECTI ON SUBSYSTEM Thi s subsystem ensures that personnel are
protected from shock hazards and the equi pnent is protected from danage
resulting fromfaults, including short circuits that may develop in the
el ectrical supply and distribution.

FERROUS SHI ELDI NG. A low el ectrical resistance and hi gh magnetic perneability
mat eri al which provides a | ow reluctance magnetic and hi gh conductivity path.

FI ELD STRENGTH. A general termthat neans either the magnitude of the
electric field vector (in volts per neter) or the nmagnitude of the magnetic
field vector (in anpere-turns per nmeter). As used in the field of EMJEM,
the term"Field Strength" shall be applied only to nmeasurenents nade in the
far field and shall be abbreviated as FS. For neasurenents made in the near
field, the term"Electric Field Strength" (EFS) or "Magnetic Field Strength"”
(MFS) shall be used, according to whether the resultant electric or magnetic
field, respectively is nmeasured. The EFS shall be expressed as V/M and the
MFS as A/M  In this near field region, the field nmeasured will be resultant

of the radiation, inductive and quasistatic (1/r, 1/r.2-, and, if present, the
1/r .3-) components, respectively of the field where r is the distance fromthe
sour ce.

FILTER. A device for use on power lines or signal |ines, specifically
designed to pass only selected frequencies and to attenuate substantially al
ot her frequenci es.

FORTUI TOUS CONDUCTOR.  Any conductor which may provide an uni ntended path for
intelligible signals; for exanple, water pipes, wire or cable, neta
structural menbers, and so forth.
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GROUND. The electrical connection to earth through an earth el ectrode
subsystem This connection is extended throughout the facility via the
facility ground system consisting of the signal reference subsystem the
fault protection subsystem and the lightning protection subsystem

GROUND LOOP. Circul ating conmon node currents caused by DC, AC, Audio or RF
ground potential differences. Also referred to as Circulating Gound Currents
and Ground Current Loops.

GROUND PLANE. A conducting surface, plate or system of conductors used as a
common reference point for circuit signal current returns and el ectrical or
signal potentials.

GROUNDI NG (GROUND). The process of providing a netallic surface with | ow
resi stance or |ow i npedance path to ground potenti al

GROUND, SINGLE-PO NT. A schene of circuit/shield grounding in which each
circuit/shield has only one physical connection

to ground, ideally at the same point for a given subsystem This technique
prevents return currents from flowing in the structure.

HAZARDOUS ELECTROMAGNETI C RADI ATI ON TO FUEL (HERF). Potential for fuel and
petrol eum products to be adversely affected by el ectromagnetic radiation

HAZARDOUS ELECTROMAGNETI C RADI ATI ON TO ORDNANCE (HERO). Potential for
muni tions or el ectroexpl osive devices to be adversely affected by
el ectronmagneti c radiation.

HAZARDOUS ELECTROMAGNETI C RADI ATI ON TO PERSONNEL (HERP). Potential for
el ectromagnetic radiation to create a hazard for personnel.

H GHER FREQUENCY GROUND. The interconnected netallic network intended to
serve as a common reference for currents and voltages at frequenci es above 300
kHz and in sone cases down to 30 kHz. Pulse and digital signals with rise and
fall times of less than 1 microsecond are classified as higher frequency
signals. High frequency in this sense should not be confused with the

br oadcast HF band which covers from3 to 30 MHz.

| SOLATI ON. Physical and electrical arrangenment of the parts of an equi pnment,
system or facility to prevent uncontrolled electrical contact within or
bet ween the parts.

LI GHTNI NG PROTECTI ON SUBSYSTEM  Thi s subsystem provi des a non- destructive
path to ground for |ightning energy and directs these high currents away from
susceptible elements and also limits the voltage gradi ents devel oped by the
high currents to safe |evels.

LOVER FREQUENCY GROUND. A dedicated, single-point network intended to serve
as a reference for voltages and currents, whether signals, control or power,
fromdc to 30 kHz and in sone cases to 300 KHz. Pulse and digital signals
with rise and fall tinmes greater than 1 m crosecond are considered to be | ow
frequency signals.

MULTI PO NT GROUND. More than one path to ground.
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NATI ONAL ELECTRI CAL CODE (NEC). A standard (NFPA-70) governing the use of
electrical wire, cable, and fixtures installed in buildings. It is sponsored
by the Natioanl Fire Protection Association (NFPA) under the auspices of the
American National Standards Institute (ANSI).

NEAR FI ELD. The region of the field i nmediately surroundi ng an antenna where
the inductive and capacitive fields predoninate. In this region the angul ar
di stribution of the field varies with the distance fromthe antenna.

NEUTRAL. The AC power system conductor which is intentionally grounded on the
supply side of the service disconnecting neans. It is |ow potential (white)
side of a single phase AC circuit or |low potential fourth wire of a

t hree- phase WYE di stribution system The neutral conductor provides a current
return path for AC power currents whereas the ground (or green) conductor
shoul d not provide a current return path except during fault conditions.

PENETRATI ON. The passage through a partition or wall of an equi pnent or
enclosure by a wire, cable, or other conductive object.

PHYSI CAL CONTROL ZONE (PCZ). The space surroundi ng equi pnent processing
classified informati on, which is under sufficient physical and technica
control to preclude a successful hostile intercept of any classified
information fromw thin this space.

PLANE WAVE. An el ectromagneti c wave which predom nates in the far field region
of an antenna, and with a wavefront which is essentially in a flat plane. In
free space, the characteristic inpedance of a plane wave is 377 ohns.

RADI ATI ON. The eni ssion and propagati on of el ectromagnetic energy through
space.

RADI ATI ON RESI STANCE. The resistance which, if inserted in place of an
antenna, would consune the sanme ampunt of power that is radiated by the
ant enna.

RADI ATI ON HAZARDS TO PERSONNEL (RADHAZ). Potential for personnel to be
adversely affected by el ectromagnetic radiation.

RADI ATED EM SSI ON. Desired or undesirable el ectromagnetic energy which is
propagat ed t hrough space. Such an enmission is called "radiated interference"”
if it is undesirable.

RADI ATED SUSCEPTI BILITY. A neasure of the radiated interference field
requi red to cause equi pnent degradati on.

RADI O FREQUENCY | NTERFERENCE (RFI). Synonymous with el ectromagnetic
i nterference.

RED/ BLACK CONCEPT. The concept that electrical and electronic circuits,
conponents, equi pnment, systens, and so forth, which handle classified plain
| anguage information in electric signal form (RED) be separated fromthose
whi ch handl e encrypted or unclassified i nformation (BLACK). Under this
concept, RED and BLACK term nology is used to clarify specific criteria
relating to, and to differentiate between such circuits, conponents,

equi pnent, systens, and so forth and the areas in which they are contained.
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RED DESI GNATI ON. A designation applied to: (1) all conmunication-electronic
(CE) equiprment within the termnal or switching facility carrying classified
pl ai n-1 anguage; (2) all (CE) between the encrypted side of the on-1line
crypto-equi prrent used and i ndividual subscriber sets or term nal equipnent;

(3) equipnent and sets originating or term nating classified plain-Ianguage
processi ng equi pnent; and (4) areas containing these wirelines, equipnent, and
their interconnecting and auxiliary facilities.

RED EQUI PMENT AREA (REA). The space within a Linmted Exclusion Area (LEA)
which is designated for installation of RED information processi ng equi pnent,
power, signal, control, ground feeder and distribution facilities.

REFLECTI ON CCEFFI Cl ENT. The ratio of the phasor magnitude of the reflected
wave to the phasor magnitude of the incident wave under specified conditions.

REFLECTI ON LOSS. The portion of the transition | oss, expressed in dB, that is
due to the reflection of power at a barrier or shield. Reflection loss is
deternmi ned by the magnitude of the wave inpedance inside the barrier relative
to the wave inpedance in the propagation nedi um outside the barrier

RF-TIGHT. O fering a high degree of electronmagnetic shielding effectiveness.

SHI ELD. A housing, screen, or cover which substantially reduces the coupling
of electric and magnetic fields into or out of circuits or prevents the

acci dental contact of objects or persons with parts or conponents operating at
hazar dous voltage |evels.

SHI ELDED ENCLOSURE. An area (room or box) specifically designed to attenuate
el ectronagnetic radiation, or electromagnetic radiati on and acoustic
emanation, originating either inside or outside the area. Necessary openings
in shielded enclosures, such as doors, air vents, and electrical feedthroughs,
are specially designed to naintain this attenuation.

SHI ELDI NG EFFECTI VENESS (SE). A neasure of the reduction or attenuation in
the el ectromagnetic field strength at a point in space caused by the insertion
of a shield between the source and that point.

SI GNAL GROUND BUS. A conponent of the signal ground systemwhich is utilized
primarily to connect Signal G ound Reference Planes to the Signal G ound
Pl anes.

SI GNAL GROUND PLANE. An internediate groundi ng point insulated from and
installed in, on, or near the Main Distribution Frame, Internediate
Distribution Franme, Classified Internediate Distribution Frane and connected
to the Signal G ound Point.

SI GNAL GROUND PO NT. A single designated point in a station to which al
RED/ BLACK grounds are either directly or indirectly connected. This point
serves as the conmon zero potential reference for the station.

SI GNAL GROUND REFERENCE PLANE. An internedi ate focal point between an

equi pnent and the Signal Ground Plane for term nating an equi pment's or

Term nal Systemls RED or BLACK ground circuits. The Signal G ound Reference
Pl ane is isolated fromthe equi pnent's AC Protective G ound and is connected
to the Signal Ground Plane by a Signal G ound Bus.
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SI GNAL GROUND REFERENCE PO NT. Sane as a Sighal Ground Reference Plane but
serving one of several Limted Exclusion Areas vice equi pnment or Term na
Syst ens.

SI GNAL REFERENCE SUBSYSTEM  This subsystem provi des the reference points for
all signal grounding to control static charges, noise and interference. It
may be conprised of any one or any conbination of the | ower frequency network,
hi gher frequency network, or hybrid signal reference network.

SIGNAL RETURN. A current-carrying path between a |oad and the signal source.
It is the low side of the closed | oop energy transfer circuit between a
source-1 oad pair.

SINGLE PO NT GROUND. The basic technique used in RED/BLACK installation in
whi ch separate ground conductors are used for the various groundi ng functions
(signal, power, hazard, and so forth) with each conductor connected directly
or indirectly to a single point (Signal G ound Point).

SPURI QUS SI GNALS. Undesirabl e signals appearing external to equipnent or a
circuit. They may be harnonics of existing desired signals, high frequency
conmponents of conpl ex wave shapes, or signals produced by incidenta
oscillatory circuits.

SUSCEPTI BI LI TY. The degree to which an el ectronic equi pment, subsystem or
system evi dences undesirabl e responses when subjected to el ectromagnetic
i nterference.

TEMPEST. An uncl assified short nanme referring to investigations and studies
of conpronising emanations. It is sonetines used synonymously for the term
"“conproni sing emanations": For exanple, TEMPEST tests, TEMPEST inspection.

TRANSI ENTS.  Si ngl e-shot inpul ses or pulses of |Iowrepetition rates generated
by switching action, by relay closures or other cyclic events.

UNDESI RABLE SI GNAL. Any signal which tends to produce degradation in the
operation of equi pnent or systens.

WAVE | MPEDANCE. The ratio of the electric field strength to the magnetic
field strength at the point of observation.

CUSTODI AN PREPARI NG ACTIVITY
NAVY - YD NAVY - YD
PROJIECT NO.
FACR- 0185
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