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MEMORANDUM FOR SEE DISTRIBUTION FROM: 
 

FR O M: NGB/A4 

SUBJECT: Air National Guard Engineering Technical Letter (ANGETL) 24-01-02, SCIF & AT 
Guidance 

 
1.  PURPOSE: To provide guidance in implementing the Sensitive Compartmented Information 

Facility (SCIF) and antiterrorism (AT) design policy. 

2.  APPLICABILITY: Mandatory requirements are defined in specific paragraphs and in 
referenced publications. 

 
2.1. Effective date: Immediately. 

 
2.2. Intended Users: Base Civil Engineers (BCE) and architect-engineering consultants (A- 

E). 

2.3. This ANGETL shall be applicable for all new designs, designs for which NGB/A4I 
formal approval of the Type A-2 Concept Development Submittal has not yet been issued 
and for all code and criteria review. 

 
3. REFERENCES: Refer to Attachment 1 for a list of referenced publications. 

 
4. SENSITIVE COMPARTMENTED INFORMATION FACILITY (SCIF) 

4.1. General: The design of a SCIF must comply with UFC 4-010-05, Sensitive 
Compartmented Information Facilities Planning, Design, and Construction and latest 
versions of ICD 705-1 and ICD 705-2 

4.2. Design Process Requirements 

4.2.1. For a SCIF to be designed as part of a project, it must be approved by NGB/A4F. 
 

4.2.1.1.  The project DD1391 is prohibited from including the term SCIF but must include 
the term Secure Area. Preliminary planning and risk assessments are completed in 
this phase 

 
4.2.1.2. For each SCIF construction project, a Construction Security Plan (CSP) shall be 
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developed to address the application of security to the SCIF planning, design and 
construction efforts. 

 
4.2.1.3.  Under no circumstances shall plans, diagrams, etc. that are identified for a SCIF be 

sent or posted on unprotected information technology systems or internet venue 
without encryption. 

 
4.2.2. The A-E shall coordinate with the BCE and Site Security Manager (SSM) for 

specific project security requirements. Typical for all secure area design 
preliminary plans include the completion of the fixed facility checklist, 
construction security plan (CSP) and Certified TEMPEST Technical Authority 
(CTTA) review. The CSP must be approved by the Accrediting Official (AO) prior 
to start of Type-B Services. 

4.2.3. For all design submissions, the A-E shall submit design documents in accordance 
with ANGETL 10-03, Air National Guard Design Objectives and Procedures (Tab 
C). The BCE shall submit the design documents to the SSM for review by 
NGB/A2. The Accrediting Official shall review and approve the design concept, 
CSP and final design for each construction project prior to the start of construction. 
Changes required by A/O review will be incorporated regardless of design phase. Do not 
proceed with type B services without AO comments. Do not finalize B3 design documents 
without AO review comments 

4.3. SCIF DESIGN 

4.3.1. The A-E shall locate mechanical rooms at the building perimeter with direct access 
from outside the building and outside of the SCIF boundary, if feasible. 

4.3.2. Redundancy requirements shall be coordinated with National Guard Bureau (NGB) 
mission owner through the BCE. 

4.3.3. Provide stand-alone, dedicated heating, ventilation, air conditioning (HVAC) 
equipment in SCIF Server rooms. Also consider satisfying the cooling load with 
underfloor supply air plenum from down flow, floor-set Computer Room Air 
Conditioning (CRAC) unit(s). 

 
4.3.4. HVAC systems shall have network connectivity from the server room CRAC units 

to the Facility Energy Management system and to the base Energy Management 
and Control System (EMCS). This connectivity will provide a means for system 
critical alarms, messages, and warnings to be transmitted. 

4.3.5. Server rooms in mission essential spaces shall be evaluated for smoke control 
systems. Designs requiring smoke control systems shall follow Tri-Service Fire 
Protection Engineering Working Group (TSFPEWG) G 3-600-01.01-18. 

 
4.3.6. SCIF spaces shall comply with NFPA 101 requirements for life safety. 
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(Recommended lock resource: 
http://www.navfac.navy.mil/navfac_worldwide/specialty_centers/exwc/products_a 
nd_services/capital_improvements/dod_lock.html) 

 
4.3.7. New STC rated doors, frames, and hardware for ICD/ICS 705 construction shall be 

purchased as a rated assembly. 

 
4.3.8. The A-E shall include SCIF requirements in the Division 1 specifications and shall 

include the following requirements in accordance with ICD/ICS 705, Technical 
Specifications for Construction and Management of Sensitive Compartmented 
Information Facilities. 

 
4.3.8.1. Construction security plan (CSP). 

4.3.8.2.  Access-control functions for the construction site at all vehicle and pedestrian 
entrances to the site as otherwise noted in the CSP – Show details and locations on 
site plan 

4.3.8.3.  Screening during construction of all non-cleared workers, vehicles and equipment 
entering or exiting the site – Show location on site plan 

4.3.8.4.  Specifically delineate prohibited materials, (explosives, weapons, electronic devices) 
or other items as specified by the AO or designee in the CSP) 

4.3.8.5.  Identify random inspections of site areas will be conducted to ensure no prohibited 
materials have been brought on to the site. 

4.3.8.6.  Construction Workers: (identify construction company and vetting process for 
construction workers. Include any citizenship and clearance requirements.) 

4.3.8.7.  Site Security: (identify plans to secure construction site, to include any proposed 
fences, guards, escorts, etc.) 

4.3.8.8.  An access restricted Secure Storage Area (SSA) shall be established and maintained 
for the secure storage of all SCIF construction materials and equipment – show 
location on site plan 

4.3.8.9. Construction phasing plans for existing facilities. 

 
5. ANTITERRORISM (AT) 

 
5.1. General 

5.1.1. All facilities shall be designed in accordance with UFC 4-010-01, DoD Minimum 
Antiterrorism Standards for Buildings. 

 
5.1.2. NGB/A4A shall provide the Plant Replacement Value (PRV) to the BCE. 

 
5.1.3. The A-E shall coordinate all AT requirements through the BCE and the base 

Antiterrorism Officer (ATO). 

http://www.navfac.navy.mil/navfac_worldwide/specialty_centers/exwc/products_and_services/capital_improvements/dod_lock.html
http://www.navfac.navy.mil/navfac_worldwide/specialty_centers/exwc/products_and_services/capital_improvements/dod_lock.html
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5.2. AT Design Requirements 

5.2.1. Design Analysis 
 

5.2.1.1.  The A-E shall complete and submit the AT checklist in Attachment 2 for each 
design submission. 

5.2.1.2.  The A-E shall provide a detailed narrative describing the AT compliance 
standards as described in UFC 4-010-01, DoD Minimum Antiterrorism 
Standards for Buildings. See Attachment 3 for an example of the AT narrative. 

5.2.1.3.  If the project requires a blast analysis and charge weights are described in the 
analysis, the document shall be submitted under a separate cover and handled 
in accordance with the document classification. 

 
5.2.1.4.  The building occupancy level shall be based on the maximum of either the 

Unit Training Assembly (UTA) or the weekday occupancy. The A-E shall 
provide the occupancy numbers for the UTA and weekday population as part 
of the narrative. 

 
5.2.2. Design Drawings 

 
5.2.2.1.  The A-E shall submit an AT site plan that is independent of the civil site plan 

and design drawings. 
 

5.2.2.2.  The AT site plan shall clearly show all elements that contribute to AT, 
including but not limited to the following: 

5.2.2.2.l. All elements within the unobstructed space. 

5.2.2.2.2.  Control measures (e.g. gates, bollards, signage, and 
striping). 

 
5.2.2.2.3. Standoff distance(s) and distance to controlled perimeter. 

 
6. ENTRY CONTROL FACILITIES (ECF) 

 
6.1. All ECFs shall be designed in accordance with ANGH 32-1084. 

 
6.2.  The A-E shall work with the BCE and base ATO to determine the specific ECF 

requirements during the A- I design phase. 
 

6.3. The A-E shall submit an analysis of the response times for entry control systems such as 
final denial barriers. Calculations and supporting documentation must be submitted as 
part of the analysis. The design of the barrier systems shall comply with the 
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requirements in UFC 4-022-02, Selection and Application of Vehicle Barriers. 

6.3.1. AE will include, unless waived by NGB a Find 9 - 9 Second Tool Analysis. 
Hosted at https://intelshare.intelink.gov/sites/ngba4/SitePages/Find%209.aspx 

7.  POINT OF CONTACT: The point of contact for this ANGETL is CETB Civil Engineer, 
NGB/A4IC at (701) 857-4398, DSN 344-4398, or email NNGB CETB Workflow 

 
 

X

Signed by: USAF  
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ATTACHMENT 1

Reference Publications

Air Force:

1. Tri-Service Fire Protection Engineering Working Group (TSFPEWG) G 3-600-01.01-18

Joint Service:

1. UFC 4-010-01, DoD Minimum Antiterrorism Standards for Buildings:

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_010_01.pdf 

2. UFC 4-010-02, DoD Minimum Antiterrorism Standoff Distances for Buildings: 

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_010_02.pdf 

3. UFC 4-010-05 Sensitive Compartmented Information Facilities Planning, Design, and Construction:

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_010_05.pdf  

4. UFC 4-022-01 Security Engineering: Entry Control Facilities / Access Control Points:

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_022_01.pdf 

5. UFC 4-022-02 Selection and Application of Vehicle Barriers:

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_022_02.pdf 

6. UFC 4-022-03 Security Fences and Gates:

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_022_03.pdf 

Federal:

7. ICD/ICS 705, Technical Specifications for Construction and Management of Sensitive Compartmented Information Facilities. (Note: link available through UFC 4-010-05, Sensitive Compartmented Information Facilities Planning, Design, and Construction) 
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		DoD Minimum Antiterrorism Construction Standards - Checklist

		The Unified Facilities Criteria (UFC) system is prescribed by MIL-STD 3007 and provides planning, design, construction, sustainment, restoration, and modernization criteria, and applies to the Military Departments, the Defense Agencies, and the DoD Field Activities in accordance with USD (AT&L) Memorandum dated 29 May 2002. UFC 4-010-01 will be used for all DoD projects and work for other customers where appropriate.  The standards below are minimums set for DoD funded projects.

		Instructions:  This checklist shall be completed in its entirety for each design submission.  For each standard that is marked with either not applicable (N/A) or "No", a justification shall be provided in the "comments/remarks/notes" box.  For standards that are applicable and marked as "Yes", provide a narrative in the design analysis describing how the project complies with the standard.

		Date: 				Project No. 								Project Title:  

		Facility Occupancy:				Occupancy Density:

		Is This Facility New Construction?				Y				N				If No, which "trigger(s)" listed in Chapter 1 (verify) drives compliance  with these standards?		List triggers here:

		Is There a Controlled Perimeter?				Y				N

		SITE PLANNING - Standards 1 - 5

		What is Building Category? (See Table B-1)				Billeting				Primary
Gathering

		Is Exterior Wall Construction Load Bearing or Non-Load Bearing? (See Table B-1)				Load
Bearing				Non-Load
Bearing				What is the corresponding 
 Column Letter? (See Table B-1)

		What is Exterior Wall Construction Type? (See Table B-2)

		1		STANDOFF DISTANCES



		Distance to:				Existing (ft.)				Required (ft.)				Designed (ft.)

		Controlled Perimeter

		Roadways and Parking

		Trash Containers

		STD		REQUIREMENT		YES		NO		N/A		COMMENTS/REMARKS/NOTES

				Do the wall and roof construction types meet the parameters in Table 2-3?

				Is the facility located at the required distance from the installation perimeter? 

				Is the facility located at the required distance from parking lots and roadways? 		 

				Are trash containers located at the required distance away from the facility? 		 

				If the answer to any of the previous questions is "No", has a dynamic analysis of the facility been completed?

		2		UNOBSTRUCTED SPACE

				Are there any obstructions within the required standoff distance of the facility that would allow for concealment from observation of explosive devices 6 inches or greater in height?

				Are enclosures within the unobstructed space closed on all four sides and the top?

				Is the enclosure secured?

		5		PARKING BENEATH BUILDINGS OR ON ROOFTOPS

				Are measures in place to prevent parking on the rooftops and under the facility? 

		STRUCTURAL DESIGN - Standards 6 - 9

		STD		REQUIREMENT		YES		NO		N/A		COMMENTS/REMARKS/NOTES

		6		PROGRESSIVE COLLAPSE AVOIDANCE

				Are all vertical, load-carrying columns and walls able to sustain a loss of lateral support at any of the floor levels? 

				Can the facility withstand a removal of one primary exterior vertical or horizontal load-carrying element without progressive collapse?  

				Are floors designed to withstand a net uplift equal to the dead load plus one-half the live load? 

		7		STRUCTURAL ISOLATION

		BUILDING ADDITIONS

				Are building additions structurally independent from adjacent existing buildings? 

				If not, has analysis been completed  which shows collapse of either the addition or the existing building will not result in collapse of the remainder of the building? 

		PORTIONS OF BUILDINGS

				Are low occupancy areas of inhabited facilities designed to be structurally independent of the inhabited areas? 						 

		8		BUILDING OVERHANGS AND BREEZEWAYS

				Are restrictions in place to preclude parking or other vehicle travel under overhangs?		 

				Are floors of inhabited areas above overhangs designed to prevent failure from the detonations of an explosive weight II?

				Is the superstructure within and adjacent to the overhang designed to the specifications in Standard 6?

				Do all building elements adjacent to the overhang area provide appropriate level of protection to explosive weight II? 

		9		EXTERIOR MASONRY WALLS

				Do all external masonry walls have vertical and horizontal reinforcement distributed throughout the wall section? 

				Is the vertical reinforcement ratio at least 0.05%, spaced no more than 4 ft. with reinforcement within 1.3 ft. of the ends of the walls? 

				Is the horizontal reinforcement ratio at least 0.025%, consisting of either joint reinforcement spaced no more than 1.3 ft., or bond beam reinforcement spaced no more than 4 ft., with reinforcement within 1.3 ft. of the top and bottom of the wall?

		ARCHITECTURAL DESIGN - Standards 10 - 15

		STD		REQUIREMENT		YES		NO		N/A		COMMENTS/REMARKS/NOTES

		10		WINDOWS AND SKYLIGHTS

				Has dynamic analysis or testing of windows and skylights been performed to ensure that glazing, framing, connections, and supporting structural elements for all new and existing buildings meet applicable explosive weight and standoff distance? 

				(Window and skylight replacement projects): Has design of windows been based on either the standoff distances to existing parking and roadways or to the planned locations for future parking and roadways in accordance with the installation or facility master plan?

				(Bldgs exempt from parking and roadway standoff distance provisions):  Are all exterior windows and/or skylights at least 1/4-in laminated glass consisting of two nominal 1/8-in annealed glass panes bonded together with a minimum of a 0.030-in interlayer of a material designed and tested for bomb blast resistance?

		11		BUILDING ENTRANCE LAYOUT

				(New Bldgs):  Does the main entrance to the facility face away from the perimeter or other uncontrolled vantage points with direct lines of sight? 		 

				(Existing Bldgs):  If facing the perimeter or other uncontrolled vantage points, has the main entrance to the facility been screened or the direct lines of sight blocked? 						 

		12		EXTERIOR DOORS

				Do all exterior doors open outward allowing door to seat into frame in response to a blast?

				(As an alternative design to the above):  Are all doors positioned such that they will not be propelled into inhabited areas if they fail in response to a blast?		 

				(Vestibules or Foyers):  Will the inner doors and glazing mitigate hazards resulting from the possible failure of enclosed vestibule or foyer doors or glazing during a blast event?



		ARCHITECTURAL DESIGN - Standards 10 - 15 (Cont'd)

		STD		REQUIREMENT		YES		NO		N/A		COMMENTS/REMARKS/NOTES

		13		MAIL ROOMS AND LOADING DOCKS

				Are the mail rooms located on the perimeter of the facility? 

				Are the mail rooms and loading docks located away from heavily populated portions of the facility?

		14		ROOF ACCESS

				(New  Bldgs): Has roof access been limited to controlled internal access?

				(Existing Bldgs): Has the exterior roof access been secured with a locked cage or similar mechanism?

		15		OVERHEAD MOUNTED ARCHITECTURAL FEATURES

				Are overhead-mounted features weighing 31-lbs or more mounted to resist forces of 0.5 times their weight in any horizontal direction and 1.5 times their weight in the downward direction?

		ELECTRICAL AND MECHANICAL DESIGN - Standards 16 - 21

		STD		REQUIREMENT		YES		NO		N/A

		16		AIR INTAKES

				For both new and existing bldgs, are outside air intakes located at least 10-ft above the ground?

				Are equipment room interior walls designed to the same standards for blast resistance as the exterior walls?

		17		MAIL ROOM AND LOADING DOCK VENTILATION

				Does the mail room have a separate, dedicated air ventilation system?

				Does the mail room have a dedicated exhaust system that maintains negative air pressure?

				Does the mail room have ventilation system outside air intakes, relief air, and exhausts with low leakage isolation dampers?

				Can the dampers be automatically closed to isolate the mail room?

				Do the low leakage dampers have a maximum leakage rate of 3 cfm/sq-ft with a differential pressure of 1 inch of water gage across the damper?

				Have separate switches or methods of control to isolate mail rooms in the event of a suspected or actual chemical, biological, or radiological release in the mail room been provided?

				Have the walls and doors between mail rooms and loading docks and inhabited areas been provided with seals and gaskets?

		18		EMERGENCY AIR DISTRIBUTION SHUTOFF

				Does the facility have an emergency shutoff switch in the HVAC control system that can immediately shut down the air handling system throughout the building?

				Are the switches located where they are easily accessible by the building occupants, the travel distance to the nearest shutoff switch will not be in excess of 200 feet?

				Are shutoff switches labeled and of a different color than fire alarm pull stations?

				Do all outside air intakes have relief air and exhaust openings with low leakage dampers that are automatically closed when the emergency air distribution shutoff switch is activated?

				Do the low leakage dampers have a maximum leakage rate of 3 cfm/sq-ft with a differential pressure of 1 inch of water gage across the damper?

				Where air handling equipment is being replaced or upgraded,  does the design meet all provisions of Standard 18? 

				Do critical area air handling units close with low leakage isolation dampers?

		ELECTRICAL AND MECHANICAL DESIGN - Standards 16 - 21 (Cont'd)

		STD		REQUIREMENT		YES		NO		N/A

		19		EQUIPMENT BRACING

				Are all equipment mountings designed to resist forces 0.5 times the equipment weight in any horizontal direction and 1.5 times the equipment weight in the downward direction?

		20		UNDER BUILDING ACCESS

				Are crawl spaces, utility tunnels, and other means of under building access controlled?

		21		MASS NOTIFICATION

				(New Bldgs): Does the capability exist to provide real-time info to building occupants during emergency situations?

				(Existing Bldgs): Does the capability exist to provide real-time info to primary gathering building, and billeting occupants during emergency situations?

		ADDITIONAL NOTES

		





















































		Certification of Force Protection Requirements:
Preparers of this document certify the accuracy and completeness of the Antiterrorism Force Protection features for this project in accordance with the attached completed form(s).
































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ATTACHMENT 2	


&P		ANGETL  15-01-02 1 May 15


Inhabited

 Architect-Engineer
Certification of Antiterrorism Force Protection Requirements 
(Note: Edit the team members if necessary)

Preparers of this document certify the accuracy and completeness of the Antiterrorism Force Protection features of this project.
 
 
 
Civil Engineer of Record:
 
________________________________________________________________
Signature                                                                                        Date 
 
 
Architect of Record:
 
________________________________________________________________
Signature                                                                                        Date 
 
 
Structural Engineer of Record:
 
________________________________________________________________
Signature                                                                                        Date 
 
 
Mechanical Engineer of Record:
 
________________________________________________________________
Signature                                                                                        Date 
 
 
Electrical Engineer of Record:
 
________________________________________________________________
Signature                                                                                        Date 
 


Low Occupancy



Sheet2





Sheet3






ANTI-TERRORISM SUMMARY REPORT1	ATTACHMENT 3	ANGETL 23-01-02, 31 Dec 23





PROJECT TITLE:  Design AOG Beddown - Building XXX Proj Number XXXXXXXXXX

DESIGN PHASE:	A2 - 35%



1. Design Basis Threat Level: LOW Project Scope of Work:

The conversion of building XXX to support Air Operations Group Control Element utilizing conventional design and construction methods to accommodate the mission of the facility. The facility should be compatible with applicable DoD, Air Force, and base design standards. In addition, local materials and construction techniques shall be used where cost effective. Special Construction Requirements: Secure Compartmentalized Information Facility (SCIF); Provide standby power generator connections and user- provided Uninterruptible Power Supply (UPS) connections, security alarms, and specialty communication support. Parking Pavement will be removed and relocated as needed to support Antiterrorism/Force Protection requirements.



Air Operations Group (AOG) – XXXXX SF: XXXXXX Air National Guard Station has been selected as a beddown site for an Air Operations Group (AOG) mission and requires a properly sized and configured facility to support the new mission. The AOG includes the Air Force Forces (AFFOR) portion with SCIF requirements within the operating floor.

Functional spaces include administration, communications shop and storage, secure operations floor space, and SCIF areas. Facilities support day-to-day activities associated with wartime skills training and potential reach back capability for AOG personnel. This project supports 141 personnel for AFFOR portion of the AOG. The project will include all associated utilities and communication requirements



2. Applicable Explosives Weight:	I	At Controlled Perimeter

II	At Facility walls / windows with roadways/parking within a Controlled Perimeter



3. Level of Protection:	Low



4. Applicable Standards:

4.1 UFC 4-010-01 (1 October 2013):

4.1.1 Are these standards adequate?	YES

· Building XXX is a primary gathering building.



4.2 UFC 4-020-01 (11 September 2008):

4.2.1 Are additional measures required? NO

· If “Yes”, describe additional measures applied:



Anti-Terrorism 

AOG Beddown - Bldg XXX

Summary Report

Page 1 of 9



5. APPENDIX B: DoD MINIMUM ANTITERRORISM STANDARDS FOR NEW AND EXISTING BUILDINGS:ANGETL 23-01-02, 31 Dec 23	ATTACHMENT 3	2





B-1 SITE PLANNING:

B-1.1	Standard 1. Standoff Distances (Refer to Table B-1, and Table B-2):

B-1.1.1 - Conventional Construction Standoff Distance: Building XXX is an existing building with no addition. Table B-2 Reinforced concrete walls, non-load bearing, 13 ft. and load bearing reinforced concrete walls, 16 ft.

B-1.1.2 -	Minimum Standoff Distance: Table B-1, primary gathering, parking and roadways within a controlled perimeter, 16 ft.

· The existing wall construction of Building XXX is “Pre-Cast Concrete” double tee wall panels and composite insulated pre-cast concrete wall panels. This construction type is outside the “Conventional Construction” wall types in UFC 4-010-01 Table 2-3, therefore the wall types were analyzed as required by UFC 4-010-01 paragraph 2-4.8.1. See attached analysis. The analysis results are as follows:

Minimum Standoffs for Analyzed Walls:

· “West Bldg” non-load bearing double tee west, north & south walls:24 FT

· “East Bldg.” load bearing double tee north/south walls:	32 FT

· “East Bldg.”non- load bearing insulated east wall panels:	19 FT



B-1.1.3 -	Minimum Standoff Distances To Conventional Construction:

· Minimum standoff distances for conventional construction are less than the minimum window requirements for explosive weight II (10M/33’)

· Solution: Recommend increasing Standoff distances in order to install new windows meeting required blast certification glass and frames, the standoff design will not be less than 33 foot standoff distance. See attached ATFP site plan for standoff distances varying from 39’ to 55’ or greater.

B-1.1.4 -	Inhabited Buildings Partially Exempt from Standard 1: Building is a primary gathering building.

B-1.1.5	Controlled Perimeter Standoff: Shortest distance to Bldg XXX to controlled perimeter = 283’ > 20’ okay

B-1.1.6.1	New Building: Building XXX is an existing building

B-1.1.6.2 Existing Buildings: The existing paving around Bldg XXX is within the allowable standoff and will be removed to meet or exceed the Minimum Standoff distances. See attached ATFP site plan for standoff distances varying from 46’ to 55’ or greater.

· Controlled Parking: None

· Driving lanes: All driving lanes with parking will be outside the standoffs.

B-1.1.7 -	Adjacent Underground Parking: No underground parking at this site.

B-1.1.8 -	Parking of Emergency, Command, and Operations Support Vehicles: None of these vehicle types are part of the mission operations and no spaces provided within standoff.



B-1.1.9 -	Parking of Vehicles Undergoing Maintenance: No vehicle maintenance performed at this site.3	ATTACHMENT 3	ANGETL 23-01-02, 31 Dec 23



B-1.1.10 - Parking of Mobile Ground Tactical Platforms: Space has been provided for one Mobile GCS unit that will be surrounded by a 6 foot (2 meter) chain link security fence topped by a single outrigger with three-strands of barbed wire. A standoff distance of 10M (33’) will be maintained around this security fence.

B-1.1.11 - Parking for Handicapped Personnel:	Accessible parking and all other types of parking to be outside required standoffs.

B-1.1.12 - Parking and Roadway Projects:	All roads and parking will be located outside the required standoffs. Existing pavements within standoffs will be removed. See attached ATFP site plan for standoff distances varying from 46’ to 55’ or greater.

B-1.1.13 - Standoff to Entry Control Facilities/Access Control Points: Existing gated controlled perimeter

B-1.1.14 - Location of Trash Containers:	Minimum Standoff Distance: Table B-1 Reinforced concrete walls, non-load bearing 13 ft. & load bearing 16 ft. Trash containers are not located within required stand-off distance. Paved area standoffs to be 10M (33’) or greater.

B-1.1.15 - Adjacent Existing Buildings:	Building XXX is +/- 165 Ft away; Building XXX is farther than this distance.

B-1.1.16 – Parking Structures: There are no parking structures on base.





B-1.2	Standard 2. Unobstructed Space:

B-1.2.1 -	Controlled Parking: No controlled parking areas provided in design.

B-1.2.2 -	Electrical and Mechanical Equipment:

· Electrical transformer located outside standoff distance.

· Mechanical units located outside standoff distance and to have smooth housing to not allow concealment of packages or located on the roof.

· Cooling tower (Phase II) to have secured fence around and over this structure as it is an essential element to the operation of the facility.

B-1.2.3 -	Equipment and Trash Enclosures:	See B-1.1.14.

B-1.2.4 -	Fuel Tanks:	None

B-1.2.5 -	Parking Within Unobstructed Spaces:	No parking within unobstructed space.

Passive Barriers @ Standoff: At the final standoff distance (Phase 2) , a passive barrier to be installed running the length of south side of Bldg XXX paved areas along the standoff perimeter of the facility. Passive barrier will mitigate unauthorized vehicles from violating required standoff and will provide a visible barrier for building occupants to sound the alarm in case a vehicle is located inside the standoff distance

B-1.2.6 -	Adjacent Existing Buildings:	Adjacent building is over 165 ft away.

B-1.2.7 -	Adjacent Uncontrolled Space: NA - Building XXX is within an existing gated controlled perimeter.









B-1.5	Standard 5. Parking Beneath Buildings or on Rooftops: There are no parking areas beneath the existing building or on the rooftops of Building XXX.

B-1.5.1 -	Access Control:	No, parking beneath building or on rooftops

B-1.5.2 -	Structural Elements: No, parking beneath building or on rooftops







B-2


STRUCTURAL DESIGN:



B-2.1	Standard 6. Progressive Collapse Resistance: Building XXX is below the 3 story requirement.ANGETL 23-01-02, 31 Dec 23	ATTACHMENT 3	4



B-2.1.1 -	Progressive Collapse Avoidance Design Requirements: Building XXX is below the

3	story requirement.

B-2.1.2 -	Uncontrolled Public Access: Building XXX is below the 3 story requirement





B-2.2	Standard 7. Structural Isolation:

B-2.2.1 -	Building Additions:	No building addition is in this project’s scope; project is all interior remodel

B-2.2.2 -	Portions of Buildings: Bldg XXX is entirely a primary gathering facility.





B-2.2.3-	Standard 8. Building Overhangs and Breezeways:  Existing building has no overhangs

and entry canopy/overhangs or breezeways.

B-2.3.1 -	Parking and Roadway Restrictions:	There are no parking or roadways below overhangs.

B-2.3.2 -	Building Elements:  Building elements are clear.



B-2.3	Standard 9. Exterior Masonry Walls:

B-2.3.1 -	New Buildings: Not applicable, Building XXX is an existing building.

B-2.3.2 -	Existing Buildings: No exterior masonry walls as primary Bldg XXX construction.

Some masonry wall infill of exterior walls exist, but the standoffs (39’ or greater) will exceed the minimum standoff of 26’ for unreinforced masonry.



B-3 ARCHITECTURAL DESIGN:

B-3.1	Standard 10. Windows and Skylights: per UFC 4-010-01



· Describe standoff distances and Explosive Weights to be considered in the design of the windows:5	ATTACHMENT 3	ANGETL 23-01-02, 31 Dec 23



· Explosive Weight II as the standoff distance exceeds 200’ to controlled perimeter. Distance is at least 283'.

B-3.1.1 -	Testing: None.

B-3.1.2 -	ASTM F 2248 Design Approach for Laminated Glass Glazing Systems: Required - Min. 0.030 inch laminated inter layer glazing to be specified, with required glazing bite and/or structural glazing and in conformance to ASTM E 1300.

B-3.1.2.1 - Glazing: Per ASTM F 2248

B-3.1.2.2 - Frames: Aluminum Frames reinforced to resist blast loads and anchored to perimeter opening designed to retained frame blast load.

B-3.1.2.3 - Glazing Frame Bite: Per ASTM F 2248.

B-3.1.2.4 - Connection Design: Per ASTM F 2248 and fastener size/spacing as designed by window supplier. Structural engineer to design steel angle frame that the window frame attaches to.

B-3.1.3 -	Static Design of Supporting Structural Elements: As designed by structural engineer of record.

B-3.1.3.1 - Static Design of Wall and Roof Elements: See B-3.1.4

B-3.1.3.2 - Reactions for Static Design: See B-3.1.4

B-3.1.4 -	Skylights: None exist.

B-3.1.5 -	Window and Skylight Replacement Projects: Existing windows to be removed and infilled or replacement in accordance with UFC 4-010-01.	Buildings

B-3.1.6 -	Buildings Partially Exempt from Standard 1: No partially exempt.

B-3.1.7 -	Alternative Window Treatments: None

B-3.1.7.1 - New Buildings and Existing Buildings Undergoing Major Renovations or Window

Replacement Projects: All existing windows to be removed or replaced are part of this project.

B-3.1.7.2 - Other Existing Buildings: Not applicable to Building XXX.

B-3.1.8 -	Exterior Stairwells and Covered or Enclosed Walkways: Building XXX does not have exterior stairwells or covered or enclosed walkways.





B-3.2	Standard 11. Building Entrance Layout:

B-3.2.1 -	New Buildings: Building XXX is an existing building

B-3.2.2 -	Existing Buildings: Existing entrances shall change. New entrances will not face the controlled perimeter and is screened by other buildings and/or a new earthen berm on the east side of the facility.



B-3.2.3 -	Entries with Multiple Sightlines: Existing entrances shall change. New entrances will not face the controlled perimeter and is screened by other buildings and/or a new earthen berm on the east side of the facility.ANGETL 23-01-02, 31 Dec 23	ATTACHMENT 3	6







B-3.3	Standard 12. Exterior Doors:

· Describe standoff distances and Explosive Weights to be considered in the design of the windows: Explosive Weight II as the standoff distance exceeds 200’ to controlled perimeter. Closest distance to controlled perimeter is at least 283'.

B-3.3.1 -	Unglazed Doors: Per ASTM F 2247.

B-3.3.2 -	Glazed Doors: Same as windows.

B-3.3.3 -	Alternative Designs: NA.

B-3.3.4 -	Vestibules or Foyers: Inner doors designed to meet UFC standards.

B-3.3.5 -	Inhabited Buildings Partially Exempt from Standard 1:  NA.

B-3.3.6 -	Overhead Doors: Overhead door opens to low occupancy space and is within controlled security fence for Mobile GCS.





B-3.4	Standard 13. Mail Rooms and Loading Docks:  Mail is delivered to the base central

facility prior to delivery at Bldg. XXX. There are no loading docks.

B-3.5	Standard 14. Roof Access: No exterior roof access ladder to existing roof provided.

B-3.6	Standard 15. Overhead Mounted Architectural Features: Building XXX does not have overhead mounted architectural features.



B-4 ELECTRICAL AND MECHANICAL DESIGN

B-4.1	Standard 16. Air Intakes: (10’ above grade)

B-4.1.1 -	New Buildings: NA

B-4.1.2 -	Existing Buildings: New air intakes for ventilation air will be 10’-0” above the ground and on the roof. Sidewall intakes for first floor air intakes will be extend up the exterior wall to maintain the 10’ clearance.

B-4.1.3 -	HVAC Replacements and Upgrades: See existing buildings B-4.1.2 above.



B4.1.4 -		Interior Walls and Doors in Equipment Rooms: Walls around first floor mechanical rooms to be reinforced masonry meeting UFC requirements. Interior access doors into mechanical room to be in metal frames and doors to be in conformance with UFC for blast resistant doors.7	ATTACHMENT 3	ANGETL 23-01-02, 31 Dec 23





B-4.2	Standard 17. Mail Room and Loading Dock Ventilation: No public mail receiving room within facility. No loading docks are part of the facility.



B-4.3	Standard 18. Emergency Air Distribution Shutoff: Emergency HVAC & exhaust shutoff switch to be provided that also closes all dampers (low leakage of 3cfm/sf). Switch to be located in location accessible to building occupants, labeled and of different color than the fire alarm system.

B-4.3.1	Outside Air Intakes, Relief Air & Exhausts: Emergency HVAC & exhaust shutoff switch to be provided that also closes all dampers (low leakage of 3cfm/sf). Switch to be located in location accessible to building occupants, labeled and of different color than the fire alarm system.

B-4.3.2	Critical Areas: Local air conditioning units (CRAC units and split systems) serving critical areas where cooling/heating is critical to the mission shall remain in operation for server rooms and telecommunications rooms that continue to recirculate the air with outside air shutoff and exhaust air closed.

B-4.3.3	Fan Coil Units Heaters and Air Conditioners: None provided (Utilizing heat pump

system).

B-4.3.3	HVAC Replacements and Upgrades: The existing portions of the facility shall be brought to compliance with the provisions of Standard 18.



B-4.4  Standard 19. Equipment Bracing: All equipment over 31 pounds shall be required to have supports designed to support 1.5 times the weight of the equipment vertically and 0.5 times equipment weight laterally.

B-4.5   Standard 20. Under Building Access: NA - Existing building and new design does not contain crawl spaces, or utility tunnels.

B-4.6	Standard 21. Mass Notification:

B-4.6.1 -	New Buildings: Building XXX is an existing building.

B-4.6.2 -	Existing Buildings: Building renovation will establish a mass notification system.



6. APPENDIX C: RECOMMENDED ADDITIONAL ANTITERRORISM MEASURES FOR NEW AND EXISTING BUILDINGS:ANGETL 23-01-02, 31 Dec 23	ATTACHMENT 3	8





Note: Describe any recommended additional measures implemented as follows:



C-1 SITE PLANNING:



Site modifications shall include:



· Parking pavement removal and replacement at existing parking.



· New additional parking to accommodate increase in personnel utilizing the facility.



· Standby power generation connections and user provided UPS connections.



· Redundant communication services (looping) / switches.



· Parking: Provide POV Parking spaces for 75% of UTA. In addition, provide3-4 spaces for walk-in clientele and 1 ADA parking space. ADA Signage per ADAAG (not UFAS). Spaces = 75% of 555 = 417.



· Provide separate standalone Military (Government) Vehicle parking for RPA mobile ground control station (MGCS).



· Existing parking and fence do not meet the standoff distance requirements of UFC 4-010-01 are to be removed.



· New Parking to be placed at turf areas on the north and south side of the facility with additional parking area available west of the facility west of Viper Drive with a minimum standoff of 10 meters maintained minimally.



· Americans with Disabilities Act (ADA) will be complied with given public visitor’s access to the building Main Entry (ADA Access not required at secondary military entries).

C-1.1	√ Recommendation 1. Vehicle Access Points: Vehicle access limited and standoff line accentuated with landscaping blocks or bollards and chains to prevent vehicle access inside standoffs.

C-1.2	√ Recommendation 2. High-Speed Vehicle Approaches: Vehicle approach to the site is from the side and head-on approaches will be blocked by landscaping blocks along the standoff perimeter.

C-1.3  √ Recommendation 3. Vantage Points: Public vantage points along the east side public roadway outside perimeter fence will be blocked by an earthen berm designed to conceal primary building entrances and parking. In addition, coniferous trees to be planted to facilitate blocking site lines from the roadway to building XXX.

C-1.4    √ Recommendation 4. Drive-Up/Drop-Off Areas: Drop off are not provided.

Parking drive at building perimeter is 80’ and exceeds standoff minimum for conventional construction (16’) or blast resistant window convention design of 33’.



C-1.5	√ Recommendation 5. Building Location: Large visitor population not anticipated.9	ATTACHMENT 3	ANGETL 23-01-02, 31 Dec 23



C-1.6	√ Recommendation 6. Railroad Location: No railroad is within the vicinity of this Building

C-1.7	Recommendation 7. Access Control for Family Housing: Building is not used for family housing

C-1.8	Recommendation 8. Standoff for Family Housing: Building is not used for family housing

C-1.9	√ Recommendation 9. Building Separation:

C-1.9.1 -	Primary Gathering Buildings, Billeting, and High Occupancy Family Housing: Building XXX is primary gathering building with distances between adjacent buildings XXX (180’) and XXX (165’) greater than 33’ recommended minimum.

C-1.9.2 -	Inhabited Buildings: Building XXX is an existing building.



C-2 ARCHITECTURAL DESIGN:



C-2.1	√ Recommendation 10. Internal Circulation: Public access is limited to the front vestibule at which point access control is required to enter the facility. In addition, each mission area (RPA, Intel Targeting, Cyber & AOG) will have access control to enter these suites. Front reception / manned orderly areas provided at each suite entry to monitor persons entering the suite.





C-2.2   √ Recommendation 11. Visitor Control: See C2.2 above. In addition, SCIF areas are located at the back side of each mission “Suite” entry to create greatest distance between suite entries and classified area.



C-2.3	Recommendation 12. Asset Location: NA.





C-2.4	Recommendation 13. Room Layout: NA.





C-2.5	√ Recommendation 14. External Hallways: Exterior doors limit to code egress doors and required maintenance doors.



